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Introduction to BrowseControl

BrowseControl is an easy-to-use Internet management software that can readily be utilized by
non-technical users.

BrowseControl can totally deny access to the Internet. Or, you can allow access to specific
company/classroom sites through the Allowed List feature; all other sites will be restricted.
Alternatively users can be allowed access to all sites, except for those sites you list in the
Blocked List. Users can also be restricted access to e-mail, FTP sites, Instant Messaging, ICQ,
Newsgroups, etc

In addition to restricting Internet activity, users can be denied access to unauthorized
applications such as MSN, Solitaire etc. This is achieved through the App Blocker feature.

BrowseControl also provides administrators to control some of the PC components of those
users who are abusing company/school policies. Remotely, from the Console, you can
temporarily lock an offensive users PC by blanking the screen and blocking use of the
keyboard and mouse. CD/Floppy drives/USB can also be locked.

This guide will help you better understand the features of the software and assist you in
configuring the tool according to your needs.
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What’s New in BrowseControl 3.3

Following are the new features in BrowseControl 3.3

Offsite Internet Access Control

Extend the BrowseControl policies to mobile users who are not always connected to the
BrowseControl Server. Internet access permissions, Allowed/Blocked lists, AppBlocker settings
and any other settings will still apply should the user be working offsite. This is especially
beneficial for protecting laptops/systems used by offsite or mobile users.

Enhanced Scheduler

While Internet access is restricted to company authorized sites during work hours, you may
want to allow users access to personal sites during non-work hours (e.g. at lunch time).
Through the Scheduler assign times when users are allowed access to non-work related sites.
These sites are pre-selected by the administrator/manager.

Windows Vista Support
BrowseControl supports the Windows Vista operating system. All three BrowseControl
components (console, server and client) are compatible on Vista.

Operator Permissions
Operators (administrators/teachers who have login rights to the BrowseControl Console) can
extend the access permissions to both groups and sub groups of computers/users.

Prevent Admin Users from Stopping the Client Service

Users with administrative rights will not be able to terminate the BrowseControl client service
from the task manager or the service manager. The BrowseControl client service is protected by
the BrowseControl client password defined by the administrator.

Block More File Types

Administrators can now block more files from being downloaded onto their network by simply
enabling the option in group settings. The blocked file types now include video, audio and
executable files.

Importing Active Directory Users as Operators
Integrate your AD users into BrowseControl as operators with a click of a button.
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1.0 Installation of BrowseControl

The installation of BrowseControl involves 3 components:

i. Server - This component includes a Server Service and Database. This allows
PCs to be connected to a central location at all times.

i. Console - This component is the Management Console that allows the
Administrator, Manager or Teacher to control internet access to Client PCs. This
console can be installed on any compliant Windows system (server or
workstation).

iii. Client - This component is to be installed on all PCs that need to be managed by
BrowseControl. The client is password protected and runs in stealth mode.

1.1 Installation of the BrowseControl Server

1. Before installing BrowseControl, ensure that the connection to the Internet is in working
order.

Close all running applications and anti-virus software before starting the installation.

3. The BrowseControl Server can be installed on Windows 2000, XP, 2003, or Windows
Vista systems. To install on Windows 2000, XP, 2003, or Vista, please login with local
Administrator rights.

4. Begin installing the product by running the cwBC.exe file that you have downloaded.
Follow the BrowseControl installation wizard prompts.

5. When prompted to install the BrowseControl features, click on the X _~| putton next to
BrowseControl Server and select “Entire feature will be installed on local hard drive”
(Figure 1). Click the Next button to continue.

11 BrowseCantrol Setup S
Select Featumes Ii
Flenze selact wihich feafures woul wiollkd e (o nstal

[ - TEEEEEEEREN | restuce hescrintion:

= Wil ba instalad on bocal hard drive, Server

&= ;| Entire featura vl ba instabsd on bocal hard drive.

erm,
1688 on your hard

X Ertire Feature wil be unavailable,

component, pleyse
run ewBCClient.mai file on the cient
systenys This [We is lecated in
WCodework'BrowseControl BCClient.

This femture will e completehy removed,

Cobereroic BrovwseControl
[Deskcost | [ messt | [ =pack || mea= | [ cama |

Figure 1. Server Installation
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Computer mode or User mode (Figure 2). When used in Computer mode,
BrowseControl will apply settings to each individual computer within the system. In

User mode, settings are applied a specific network user. Therefore, a user's

BrowseControl settings will remain constant, independent of the computer being used.
BrowseControl can only function in one mode at any given time.

1% BrowseControl Satup E] _E EI
Select The BrowseControl Server Mode Ii
The: folioing intormation iz used by BrowvseControl Server,

BrowseConingl Cperation Mods

() Computer Mode

) user Mode

Cotherwroei Brow seControkd

[ <Back || med= | [ canca |

Figure 2. Select Mode

1.2 Installation of BrowseControl Console

NOTE: It is not necessary to install the Server and Console components on the same system.
The Console can be installed on any system from where the Client PCs need to be managed.
However please ensure that the Console is connected to the Server (i.e. during the Console
installation, specify the correct Server IP address or Server computer name).

1.

The Console must be installed on a system using Windows 2000 Professional/ Server,
Windows XP, Windows 2003 Server, or Windows Vista.

Begin installing the Console by running the cwBC.exe file that you downloaded. Follow
the BrowseControl installation wizard prompts.

When prompted to install the BrowseControl features, click on the X _~| button next to
BrowseControl Console and select “Entire feature will be installed on local hard drive”.
Click on the Next button to continue.

On the next screen enter the IP address of the computer where the BC Server is
installed. (You may enter the computer name, if the Server PC IP address is dynamic.)

BrowseControl

6. On the next screen select the mode in which to operate BrowseControl, i.e. either

10
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11 BrowseCantrol Setup EE @

BrowseContrel Console Ii
The foliowering information is used by BroevseCondrol Console,

Enber the P address of the system where the

BrowseControl Sarver 5 instaled. (Bg. 168254.161.1) |m
(Cptionat if the BrowseControl Server IP address ks

dymiamic: them enter il's computer name.)

[ <gock || mea= | [ canca |

Figure 3. Console User Input

5. A 30 day evaluation key automatically exists with the download. For permanent
licenses, you will have received an activation key code for the number of licenses
purchased. To activate the software, on the BrowseControl Console menu, select Help
- Registration and follow the wizard prompts. Please fill in the name of the
organization and the license key code details exactly as shown in your license email.

1.3 Installation of Server and Console Using Command Line

(NOTE: In Windows Vista if UAC is enabled, the Command Line installation/uninstallation
of the Server and Console, using the msi pack, should be done in Run as Administrator
Mode.)

Outlined below are the command line switches for facilitating the installation of the Server and
the Console components with the cwBC.msi file:

1.3.1 Server Installation

cwBC.msi ALLUSERS=1 ADDLOCAL=BrowseControl_Server
BCMODE=computer/user /QN /L Server.log

e cwBC.msi: the msi setup file for the installation of the BrowseControl Server
¢ ALLUSERS=1: makes the application available to all users

e ADDLOCAL=BrowseControl_Server: Installs the Server component

« BCMODE=computer/user: Selects either system based or user based mode.
e /ON: sets the installer to install in quiet mode

e /L: creates an install log file. In this example, the file is Server.log

11
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1.3.2 Console Installation

cwBC.msi ALLUSERS=1 ADDLOCAL=BrowseControl_Console
BC_SERVER_1P=169.254.161.1 /QN /L Console.log

cwBC.msi: the msi setup file for the installation of the BrowseControl Console
ALLUSERS=1: makes the application available to all users
ADDLOCAL=BrowseControl_Console: Installs the Console component
BC_SERVER_IP: is for the IP address of the BC Server

/IQN: sets the installer to install in quiet mode

/L: creates an install log file. In this example, the file is Console.log

1.3.3 Server and Console Installation on the same system

cwBC.msi ALLUSERS=1 ADDLOCAL=BrowseControl_Server,
BrowseControl_Console BCMODE=computer/user /QN /L SerCon.log

cwBC.msi: the msi setup file for the installation of the BrowseControl Server and
Console

ALLUSERS=1: makes the application available to all users

ADDLOCAL=BrowseControl_Server, BrowseControl_Console: installs both the Server
and the Console components.

BC_SERVER_IP: is for the IP address of the Server
BCMODE=computer/user: Selects either system based or user based mode.
IQN: sets the installer to install in quiet mode

/L: creates an install log file. In this example, the file is SerCon.log

1.4 Installation of the BrowseControl Client

The BrowseControl Client can be installed on Windows 2000, XP, 2003 or Windows
Vista. To install on Windows 2000, XP, 2003, or Windows Vista, please login with local
Administrator rights.

Ensure that Windows Installer 2.0 or above is installed. Please refer to Appendix A for
the download links.

There are 3 ways to install the Client:
i. The Client installer
ii. The Command line script

iii. Remotely from the Console using the Remote Install Client(s) utility.

12
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1.4.1 Client Installer

1. Run the file cwBCClient.msi on the Client system and follow the wizard prompts. By
default this file is located on the Server PC under Program Files\Codework\
BrowseControl\BCClient.

2. When prompted to enter the IP address, enter the IP address of the system where the
BrowseControl Server is installed. If the IP address of the Server PC is not static, then
enter the computer name of that system. (Optional: You can also use the hostname of
the BrowseControl server computer)

3. The default password of the Client component is “Admin”. If you wish to change the
password at the time of the installation, then please enter the new password in the
“new password” and “confirm password” textboxes. Changing the Client password is
optional (Figure 4).

4. Click on the Next button to continue.

1% BrowseControl Cliznt Satup E] n_; EI
Enter The BrowseControl Client information Ii
The fodicrwing information iz used by BrowseConirod Clerd

1. Enber the P adoress of the system where the [132.153.1£
BrowseCordrol Server is inslaled, (eg. 163.254.161.1)
(Cptionat if the BrowseControl Server IP address ks
dynamic then anter 1's complter name_)

2. Enter the BrowssControl Clent password. The default | -----
paszword is "Admin’ (cate senstive],

3. OPTIOHAL: To change the detaull passwaord, |
plense enler the new passeond,

. Phaase condirm the passwornd. |

Cotherwroei Brow seControkd

[ <Bsck || med= | [ canca |

Figure 4. Client Installation

5. To complete the Client installation, please reboot the PC.

13
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1.4.2 Command Line Script

(NOTE: In Windows Vista if UAC is enabled, the Command Line
installation/uninstallation of the Client using the msi pack, should be done in Run as
Administrator Mode.)

Outlined below are the command line switches for facilitating the installation of the Client
component with the cwBCClient.msi file:

cwBCClient.msi ALLUSERS=1 USERPARAMS="-pnswc Admin PortNumber
SERVERIP newpassword confirmpassword"” /L bcinstall.log /QN BCREBOOT=1

e cwBCClient.msi: the msi setup file for the installation of the BrowseControl
Client

e ALLUSERS=1: makes the application available to all users

e USERPARAMS= will run the BC Client install based on the chosen BrowseControl
parameters:

o pnswc Admin Port Number SERVER IP newpassword cofirmpassword

o p - password, default password is Admin

o n—port number, in the above example the port number is 8999 (optional
parameter)

o s -—represents the Server IP address (system where the BrowseControl
Console is installed) (optional parameter)

o W —represents the new password (optional parameter)

o C-—represents the confirm password (optional parameter)

e /L: creates an install log file. In this example, the file is bcinstall.log
e /QN: sets the installer to install in quiet mode.
e BCREBOOT=1: will force a reboot of the PC after the installation.

1.4.3 Remote Client Installation

Note: On Vista Client PCs, please disable UAC before running the remote install.

1. BrowseControl Client can be remotely installed from the Console using the “Remote
Install Client(s)” utility. On the menu bar click on Advanced - Remote Install
Client(s)

2. Enter/Browse the path of the Client msi file on the Server computer (Figure 5).

3. Enter the Server name/IP address and the Client password. In case the Client
password is not mentioned then the password is taken as the default ‘Admin’. Click
Next.

4. Select the PC’s on the network where the Clients are to be installed. Click Next

5. Enter the Username and Password of an Administrator account of the PC where the
Client has to be installed. Click Next.

6. The Client component will be installed on the selected PC.

14
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Install settings

Enter the path of the Client msi file | \ [ Browse ]

Reboot client systems after installation

® Fresh Install O Upgrade

BrowseControl Server (IP address or Computer name)

[] (Optional): Change the BrowseControl Client Password

By default the client password is “Admin"

New Password ’ i
r

Confirm Password

Cancel

Figure 5. Remote Client Installation

1.4.4 Troubleshooting the Client Connection

¢ Use the Redirect Client Utility to force the Clients to get connected to the Server.
e Ensure that the Client is installed with admin login rights

¢ Make sure there are no firewall and/or virus scan software intercepting with the Client
and Server

e If the Firewall is enabled, then add the following ports to the exceptions list: 8999,
8998 and 3050

Use IP address instead of Computer Name to connect to the Console
Run the following script on the run command of the Client PC: cwClient.exe —pv

Admin (please note that Admin is case sensitive). If the password was changed
during the installation of the Client, then please substitute it in place of “Admin”.

This will bring up the Client interface. On the interface, click on the Connection

tab and modify the Server name entry to the correct IP address of the BC
Server computer.

Note: On Vista Clients, run the command prompt as Administrator and enter
the following script: cwBCAgent.exe —pv Admin (please note that Admin

15
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is case sensitive). If the password was changed during the installation of
the Client, then please substitute it in place of “Admin”.

This will bring up the Client interface. On the interface, click on the Edit button to
modify the Server name/IP address

e Ping the Server from the Client

e Make sure the Client service is running

e Ensure that port 8999, 8998 and 3050 is not used by any other application
* Reboot Client

Windows XP firewall configuration

For Windows XP SP2 and above, or other third party firewalls, it is required that the following
ports be open:

¢ 3050
¢ 8999
e 8998

To open these ports access the Control Panel 2 Windows Firewall, select the Exceptions
tab, click on the Add Port button and add the above ports.

1.5 Standalone Installation (1 Machine)

A standalone BrowseControl installation involves the installation of the SERVER, CONSOLE
and CLIENT components on the same system.

1. Install the Server component. For detailed instructions please refer to Section 1.1.
2. Install the Console component. For detailed instructions please refer to Section 1.2.

3. Install the Client component on the same PC by running the cwBCClient.msi file.
Please refer to Section 1.4.1 for further details. When prompted to enter the IP address
of the BrowseControl Console, please enter LOOPBACK. This installs the Client on the
same PC as the Console.

4. Reboot the PC after the installation has completed. When you launch the
BrowseControl Console, a Blue icon representing your PC (or green icon representing
your User), should show up on the Console window, after approximately 1 minute.
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2.0 BrowseControl Server

The BrowseControl Server runs as a service in the background. The Console component then
connects to the Server. It is not required to install both the Server and Console components on
the same system; however it is hecessary that the Console be connected to the Server.

2.1 BrowseControl Server Manager

¢ The BrowseControl Server Manager can be accessed by clicking on the Start button
- Programs 2 Codework = BrowseControl = BrowseControl Server Manager.

¢ The Server Manager provides the facility to make changes to the Server settings. The
port settings for the Client and console can also be controlled through the Server
Manager (Figure 6).

NOTE: After changing the Client or Console ports through the
Server Manager, the corresponding changes must be made at
the Console and the Client side as well (see Section 3.11.5
and Section 4.1).

¢ Server Manager can also be used to select the mode (Computer based or User
based) in which to operate the BrowseControl Console. When changing modes, all
settings for the original mode will be saved and will be available if the mode is switched
back.

[%] BrowseControl Server Manager

BrowseCaontrol Server Manager

Server Moda
i) Computer (%) User

Server Posls
Chord Poit | 9533

Congole Poit 3538

[ ooy |[ StopSevice |[ Ok |[ Cancel |

Figure 6. BrowseControl Server Manager
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3.0 BrowseControl Console

Start the BrowseControl Console from the Start Menu by navigating to: Start 2 Programs -2
Codework - BrowseControl - BrowseControl Console.

All features of BrowseControl are applicable to both Computer and User modes, unless
otherwise stated.

3.1 Overview of the BrowseControl Console

e The BrowseControl Console consists of two panels. The panel on the left will display
the Client PCs, while the right hand panel displays the PC information.

e Client PCs running the BrowseControl Client will appear on the Console

NOTE: This may take a few minutes; usually no longer than the refresh time, which
by default is 1 minute

¢ Once the Client is connected to the Console, the Client will be represented as a blue
computer icon, along with its computer name (Figure 7).

o If the Client PC is not running or if the BrowseControl Client Service is not running, then
the Client icons will appear gray. For more information about troubleshooting the Client
connection please refer to Section 1.4.4.

E BrowseControl EJ @@
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DAX | 2 RN-AE2 =5 A6 802159
-;_L Computers Alias Computer | Group IP&ddiess  Corneclion Sta..  Inteine
= € Fiance i | Makeirg
: ﬁ l_fm‘a Cw3 Makeling 127.001 Connected INTERE
"i" o I_g__l:m Cinfd Makelng 127.004 Connected INTERF
. owWio I:E‘-M'E Ciwfg Maketing 127005 Connected [MTERH
5 & HA MWl CW13 Makeling Mot Cormnected
w oW1 Bowis  cwis Matketing Mot Connected
A owa
= tJ Mazkﬂtl‘rg
# 5 Teletdarketing
l w3
M OwWis
A ows
R owd
B Cws
® 0 Sales
#-) Accounts
< »
_I.,E'.' 9 Connected | & Mot Connecked er.3.1 (Build 5600 mwy. codework.comon Yersion (29 Day3f32007 4:48 P

Figure 7. Computer Based BrowseControl Console
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e On the User based mode of BrowseControl, a green user icon will be displayed on the
Console, every time a user is logged on to a PC with the BrowseControl Client installed
(Figure 8).

E! BrowseControl - Admin

Fle  View Tools  Advanced  Help
DEx 2B a85 S a@6E 80 56H%le |
L Users | Uses Computerls) | Group IP&dckes.. | Login Status Intetn...
= 12y Fnance . Markeling
Fieddie € Eizabeth  Cwi Maketng 127001  LoggeditoC..  INTEF..
i‘“"" @ Chales w3 Makeling 127.003  LoggeditoC.. INTER..
F:’:: @ Palicia  Cwid Maketing 127.0.04  LoogedimloC.. INTER..
= & HR € David W arkeling Loaged out fic...
Mattha E,Wﬂ'lam Maikeling Loaged oul fre...
g Sam
(=1 Marketing
# TeleMaketing
whlkam
Dawid
Elizabeth
Charles
Paticia
& ) Sales
& 1C7) Accounts
¢ ¥ >
8 ¥ Connected | 7 Mot Connected Yer. 3, 1 (Build Sﬁﬂﬂhww.mdewmk.:orrhn Yersion (29 Daya[10f2007 5:335 PM

Figure 8. User Based BrowseControl Console

e The following icons on the toolbar can be referred to, in order to carry out some of the
BrowseControl administrative tasks

Internet Scheduler. App Blocker View
Internet ON/OFF App Blocker Scheduler ogout
Add New Groups Find Group Settings Help
l 1 l &Copy Settings £
D3X | LIR(6-A6E0 = a@6E 80 E 580
Rename Group/Syslem9 T Timer2 I Client Settingsj T t tOPtions
Delete Group/System URL Filterd  Shutdown Scheduler Properties
Refresh
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3.2 Client and Group Management

The BrowseControl Console enables the administrator to create groups to more easily manage
computer/user settings.

3.2.1 Creating a New Group

1. On the menu select File > Add New Group. Or right click on the empty space of the
BrowseControl GUI and select Add New Group.

2. The tool bar button I can also be used for creating a new user group.

3. The default name for the newly created user group is NewGroup(X). The new group
can be renamed immediately or later as described in Section 3.2.3

E,:" BrowseControl

File View Tools  Advanced
O3 X 2RI
L& Codework ~l A
[= ) Finance

o] NewGroup(1) |
& Cw1

R Cw2
B Cwi0
o v

- ~uR

Figure 9. Creating a new group
3.2.2 Adding computers/users to Groups

e Client PCs connect to the BrowseControl Server automatically when the Client
computer logs on.

¢ By default Clients PCs/users are grouped under the Computers/Users group (See
Section 3.11 for information on how to change this default setting).

¢ Client PCs/users can be easily moved from one group to another by dragging and
dropping.

3.2.3 Renaming a Group

1. A group can be renamed by selecting File > Rename on the Menu, or by right clicking
on the intended group/system and selecting Properties.

2. Enter the new name in the group text box.

3. Alternatively you can rename a group by clicking on the Rename Group icon P on the
Tool Bar.
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3.2.4 Renaming PCs within a Group

1. PCs can also be renamed within a Group by right clicking on the PC and choosing
Properties.

2. Edit the PC Name in the Alias text box. The Alias name refers to the PC name in the
BrowseControl Console and can be changed at any point.

3. Changing the name in the Console does not change the actual PC name. This helps if
you change computer names frequently and if you want to keep track of the various
machines.

NOTE: It is not possible to rename the users in the User based
BrowseControl as the original login nhames given at the time of
creating the user accounts are taken by default.

3.2.5 Deleting a Group/System/Users

1. A group/system/user can be deleted by 3 different methods
i. Selecting File 2> Delete on the Menu
ii. Right clicking on the intended group/system and selecting Delete.
ii. By clicking on the Delete icon % on the tool bar.

2. Groups can only be deleted if there are no Client PCs/Users within the specific
group/subgroup.

3.3 Controlling Internet Access of Clients

e BrowseControl provides three different methods for controlling a client's Internet
access. They are:

i. Internet ON/OF
ii. Scheduler
ii. Timer
e All three settings can be applied at a group level. The Internet ON/OFF feature and the
Timer can also be applied to an individual computer/user.

e  Only one mechanism can be controlling a group/client at a single time. To quickly view
the current Internet settings of a group/client, right click on its icon in the left side pane
in the BrowseControl console. A check mark will appear next to the mechanism
currently controlling the group/clients Internet access.

e The Client settings get priority over its Group settings. For example, if the Internet
setting for a Group is set to OFF, you can temporarily override this setting for a specific
Client PC/User and set the Internet to ON for that PC/User. The Client settings will
take priority over the Group settings.

e To reassign the Group settings to the Client, right click on the Client and select Inherit
Group Internet Settings.
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e To force all clients in a group to use the group settings, right click on the group and
select Apply Internet Settings to Clients. These settings will be applied only to the
computers/users under that group and not to the ones under any subgroups.

3.3.1 Control Internet Access of Group/Client

The BrowseControl Console allows for direct control of Internet access privileges for a group
of clients or an individual computer/user. If set to the ON mode, clients will have immediate
access to the Internet. If set to OFF, all Internet activity will cease immediately.

Group

¢ To set the Internet access of a group of PCs/Users, right click on the specific Group
icon, select Internet > ON/OFF.

e Alternatively, you may set the connection by selecting the Tools menu, followed by
Internet > ON/OFF.

¢ All Client PCs/Users within the Group will acquire the group’s new Internet permissions.

PCs/Users in subgroups will not acquire the new Internet permissions.

Client

¢ To set the Internet access of a PC/User, right click on the specific PC/User icon on the

BrowseControl Console and select Internet - ON/OFF (Figure 10).

e« Alternatively, you may set the connection by selecting the Tools menu, followed by
Internet > ON/OFF.

E” BrowseControl
Fle View Took Advanced Help
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= ) HR t OFF
K Cw
-‘ oW Tiner
= Marketn o0 )
i) Teld
k= € Car Internet Settings
Connectiot Con !
J
A Rename
&+ Refresh Data to Chents
3 Properties

Figure 10. Setting the Internet Off

22



A
© 2002 - 2009 BrowseControl

3.3.2 Scheduling Internet Access

Schedules can be created to allow Internet access at specific times. This is a Group specific
setting. Groups can be assigned two levels of Internet access:

1.

2.

Full access to the web, except for those URLSs listed in the Blocked list.

Allow access to authorized sites only. For example, during lunch time you may want to
allow users access to only specific sites such as facebook.com and myspace.com. This
can be achieved by specifying the URLSs in the “Custom Allowed URLs” option.

To assign a Schedule:

1.

Right click on the Group again and select Internet Scheduler, or on the menu bar
select Tools > Internet Scheduler, or on the toolbar click on the Internet Scheduler
icon.

. Click on the Add Schedule button to create a new schedule (Figure 11).
. Select the Schedule Start and Stop Times

. Select the Schedule type:

e Internet ON — for full access (except for those URLSs listed in the Blocked list.)

e Custom Allowed List ON — Internet access restricted to sites listed in the
“Custom Allowed List”

. Select the Schedule Frequency; a) Daily, b) Weekly or ¢) Monthly

. Click on the Add Schedule button to add the defined time schedule. Up to 20 different

start/stop time schedules can be set per Group.

. If a schedule type of “Custom Allowed List ON” was selected, then click on the Custom

Allowed List hyperlink listed under the Schedule Type column to add the authorized
URLs.

Up to 50 URLs can be added to the “Custom Allowed List”.

. To apply the schedule click on the Apply button and then the Enable Scheduler button.

. If you selected Internet On, then the PC/user will have full Internet access until the stop

time is reached.

10. If you selected Custom Allowed list, then the PC/user will have access to the original

Allowed list and, on top of that, they will have access to the websites on the Custom
Allowed list. Once the stop time is reached, the PC/user will only have access to the
original Allowed list.

23



A
© 2002 - 2009 BrowseControl

T* Internet Scheduler gl

E Draily, weekly and Monthly Schedules.

Schedule for Group: Computers

Schedule Start Time Stop Time Dayz/Months Schedule Type
Daily 12:00 PM 1:00 PM Cuztorn Allowed List OM
Add Schedule
Schedule Time Start Time [ 12226 PM 3 Stop Time (12226 PM 3
Schedule Type () Intemet ON () Custom Allowed List ON
Schedule Frequency | Draily L |
[ aily

Far daily schedule pleaze select start and stop time. For weekly and monthly schedules select days or months also.

[ AddScheduls

Help [ DisableScheduler | [ Clear  |[ oK || Cancel |

Figure 11. Internet Scheduler

3.3.3 Timer Settings for Clients and Groups

The Timer feature allows you to assign Internet ON or OFF permissions on an ad hoc
basis. For example, if a Client PC/User is set to Internet ON at a specific time and you
would like to temporarily block their Internet access, the Timer feature will allow you to set
Internet to OFF for a specific amount of time. Once the timer has expired, the Internet
settings will return to the previous Internet mode (ON/OFF or Schedule). The timer can be
set for a whole group or an individual client.

1. To enable the Timer, right click on the selected PC/User or Group and select Timer, or
on the menu bar select Tools = Timer, or on the toolbar click on the Timer icon!._;‘.

2. The Timer screen will be displayed (Figure 12); if the Internet status is ON then you can
choose OFF Timer or vice versa, and set the timer period.

3. The format of the timer is HH:MM
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Figure 12. Timer

4. You can only use the Scheduler or the Timer one at a time. When in use, the timer will
temporarily override the Scheduler settings. Once the timer has expired, the Scheduler
will regain of the Internet settings for that group/client.

3.4 URL Filtering

URL filtering allows for the filtering of HTTP sites. URL filtering can only be applied at a group
level.

3.4.1 Allowed List

BrowseControl has the functionality to allow access to certain web sites when the Internet
connection has been turned OFF. This feature, referred to as Allowed List, is available to
Groups only. That is, Allowed List is Group specific and cannot be applied to individual
PCs/Users. Since this functionality is group specific, you can have certain URLs available
to Clients within one group and deny access to Clients in other groups. Outlined below are
the steps for applying the Allowed List.

1. Select the group for which you want to apply the Allowed list feature.

2. On the tool bar click on the URL Filter icon ;] or right click on the group and select
URL filter. The URL Filter window will be presented (Figure 13).

3. The desired URL must first be added to the URL list on the left side of the screen. To
do this, enter the URL addresses in the Enter URL box and click on the Add button.

NOTE: When entering URL addresses do not enter “http://”,
just add the www address. It is not necessary to add the www
prefix.

4. For example if you would like to access www.travel.yahoo.com then enter
travel.yahoo.com into the list of URLs. If you want to allow access to sites starting only
with yahoo.com then add “www.yahoo.com” in the list. To give access to the entire
domain enter yahoo

5. The list of URLs you entered in Step 3 will be displayed on the left pane (Figure 13).
Click the “Allowed list” tab. Select all the URLs you wish to make available to the Client
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PCs, click on the button to move the entries to the right pane of the Allowed
List.

6. Alternatively, you can import a list of URLs from a text file by clicking on the Import
button. Each URL should be listed on a new line in the file.

| i URL Fiter allonws access bo URLs i the ABowsed List ard derees access to URLs in ke Blocked List

Group: Fimance

URL List | Allowed List | Blocked List| Enabile URL Fiter
| URL ' | uRL

'@ bbe eoudk '@ v bewereconlrol ecm

@ jobs.com t? v codework. com

£2) wwew.crin com

[ ]
Entes URL
| Remove
Help | CopyURL Fiter | [ ar. || ApplyioChents |

Figure 13. Allowed List

3.4.2 Blocked List

BrowseControl has the functionality to prevent access to certain web sites when the
Internet connection has been turned ON. This feature, referred to as the Blocked List, is
available to Groups only. That is, Blocked List is Group specific and cannot be applied to
individual PCs/Users. Outlined below are the steps for applying a Blocked List:

1. Select the group for which you want to apply the Blocked list feature.

2. The list of URLSs you entered (as described in the previous section) will be displayed on
the left pane (Figure 14). Click on the Blocked List tab. Select all the URLS you wish to

deny access to the Client PCs. Click on the button to move the URL entries to
the Blocked List pane. Alternatively, you can import a list of URLS from a text file by
clicking on the Import button.

3. Select Apply to Client to apply current settings to the group’s clients. Select OK when
finished modifying the URL filter.
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4. Removing a URL from the URL list will remove it for all the Groups and the site will no
longer be filtered.

| i UAL Filter allowsz access o UAL: in the Alowed List and denies access 1o UALs in the Blocked List

Group: Finance

URL List | Allowed List| Blocked List | Enabis URL Fiter
URL [ uRL '
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Erites URL i
|
Helo | Copy URL Fiter | | 0k || AppytoChenis |

Figure 14. Blocked List

3.4.3 Copy URL Filter Settings to Other Groups
The URL filter settings of a group can be copied to one or more groups as follows:

1. Click on the Copy URL Filter button on the URL Filter screen.

2. Select the source group, settings to copy and the destination groups. Click on the Copy
button. (Figure 26)

3.4.4 Customize Message When a Blocked URL is accessed
When a user tries to access an unauthorized URL, a customized message can be

displayed to notify the user that access is denied to this URL. The message can be
modified as follows:

1. Select the specific group then click on ) on the tool bar, or right click on the specific
group and select Group Settings.

2. On the Group Settings screen, click on the General tab.
3. Add your message to the URL Blocked List Message textbox.

4. There are several formats available for displaying the warning message (Figure 18):
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e Pop-Up Window
e Display in Browser (IE only)
e Message Box

Alternatively, instead of displaying the warning message, users can be directed to a
specific URL page. Select the Display Web Page button and enter the URL in the
corresponding textbox. (Note: this URL should also be included in the Allowed List.)

3.5 Offsite Internet Access Control

Ensure that your organization’s Internet permission policies are enforced on offsite systems as
well. Allowed/Blocked lists, AppBlocker settings and any other BrowseControl settings can be
configured to extend to laptops/workstations used by offsite or mobile users. A local database is
installed on the client workstations to store the Allowed/Blocked list.

To enable Offsite Internet Access Control (this option is enabled by default):
1. Right click on the folder that your computers are under and select Client Settings

2. Click on Enable Internet access and select Apply the existing allowed list and
blocked list.

s Client Settings gl

. Client pazzword/zettings can be changed fram here.

Client Settings for Group: Users

Chahge Pazzword
MHew Password

Canfirm Pazswaord

Options

Fun at windowes startup
[ Show in sypstem tray

Block admin userz from stopping the client

YWhen the BrowseControl Server is unavailable
Enable Internet access
(3 Allow full internet access

(*) Apply the existing allowed list and blocked list

Enable &ppBilocker

[ Ok, ][ LCancel ][ Lpply ]

Figure 15. Client Settings
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3.6 Block PCs/Users from Downloading Files

BrowseControl

BrowseControl has the functionality to block certain file types from being downloaded using the
Internet. Furthermore, it provides the functionality to block all downloads from a specific set of
ports. This is a group specific feature.

3.6.1 Blocking Specific File Type Downloads

1.

To prevent users in a group from downloading unwanted files from the Internet, right-

click on the desired group and select URL Filter

Add the desired file extension to be blocked to the Blocked List. This will prevent files
with the specified extension from being downloaded through the HTTP port.

An alternative, more convenient method to blocking the most troublesome file types is

provided below.

i. Right-click on a group, select Group Settings and click on the Filter Options

tab.

ii. Select the block downloads, block video downloads and block audio downloads
checkbox. This allows the blocking of certain file types mentioned next to the

checkbox (Figure 15).

El Group Settings

' Manage Group Settings.

| Settings for Group: NewGroup(1)

General | Port/Proxy Filter | Shutdown | Bypass |

r— Fitter Options

Disable image fittering(.af, png. jpg. jpeq. bmp, tiff)

Disable layout/style fitteringjs. .css, swf)

Block downloads({zip, .exe, cab., tar, rar, tgz)

Block video downloads(.3gp. avi, dat, flv, mpeg, mpg, maov, m, wmv)
Block audio downloads{mp3, m, wma, wav)

----- [ Apely port blocking only when Intemet is OFF

Hemowe | QK | Cancel |

Apply

Figure 16. Block Downloads
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3.6.2 Disable Layout/Style Filtering

Enabling this option will allow websites that use CSS and JavaScript to style the content of
their site to display properly.

3.6.3 Blocking File Download from a Specific Port
1. Right clicking on a specific group.

2. Select Group Settings and click on the Port/Proxy Settings tab. Add the port and port
type that you would like to block.

3. The group will no longer be able to download any files from this port.

3.7 Application Blocker

Application Blocking will prevent a user from activating specific applications that the
administrator has blocked. This feature is Group specific. As a result you can block certain
applications to Clients/Users within one group, and specify a different blocked list for other
groups

3.7.1 Blocking Applications for a Group

1. Select the group for which you want to apply the App Blocker feature.

2. On the tool bar click on the App Blocker icon EE' or right click on a specific group and
select App Blocker.

3. Before an application can be blocked, it must be added to the Application List. Enter
the Original Filename of the application to be blocked, in the Application Name
textbox. A description can also be entered for convenience.

NOTE: To manually locate the Original Filename of an application,
right click on the exe file in Windows Explorer and select
Properties. Select the Version tab and click on Original
Filename in the Item Name box (Figure 16). The original filename
is located in the adjacent Value box. The figure below gives an
example for locating the Original Filename of Solitaire. Not all
Original File names have the .exe suffix extension. e.g. FreeCell
has no extension so just enter “FreeCell”.

4. Alternatively, click on the Browse button and locate the exe of the application to be
blocked. The Original Filename of the application will automatically be populated in the
Application List. In case the application does not have an Original Filename the
application will automatically populate the Application list with the File’s
checksum.
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Figure 17. Getting the original filename

BrowseControl

5. To add applications to the App Blocker list, select the applications to be blocked from
the list of applications on the left pane (Figure 17) and move them to the right pane by

clicking on button. These applications will now be blocked for the PCs/Users
under the specific Group. The App Blocker list can accommodate up to 200
applications.
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Figure 18 Application Blocker

6. When a user tries to access a blocked application, a customized message can be
presented to notify the user that access is denied to this application. The message can

be changed by selecting the specific group. Click on on the tool bar or right click on
the desired group and select Group Settings. Select the General tab and enter your
message in the App Blocker Message textbox (Figure 18). Click on the Apply button
to save the message. One can use up to 200 characters for both App Blocker and URL
Filter customized messages.
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Figure 19. Application Blocker Message

3.7.2 Scheduler for Application Blocker

Schedules can be created to allow access to the blocked applications at specific times.

This is a Group specific setting. To assign a schedule:

1. Right click on the desired group and select App Blocker Scheduler, or on the menu
bar select Tools &> App Blocker Scheduler, or on the toolbar click on the App

Blocker Scheduler icon .

1. To add a new time period where the group will be permitted access to the Internet first

select Add.

2. Create a schedule by selecting the schedule type and the start and end times. Weekly
or monthly schedules for application access can be created (Figure 19).

3. Click on the Add Schedule button to add the defined time schedule. Up to 20 different

start/stop time schedules can be set per Group.

4. To apply the schedule click on the Enable Scheduler button.

5. At the scheduled time, the users will be able to access the blocked applications.
Access to the blocked applications will be terminated immediately, when the stop time

is reached.

33



© 2002 - 2009

E! App Blockar Scheduler

i Schedula
[raidy
‘wheekly
Wenkly

TI5] @tacked appications vil be avadsble only dhaing the below sted scheddes.

Schedube For Group: Users

Start Time Stop Time Dz /Moriths
1:00 P Z00PM

300 Pt E00 P Fr

700 AM 500 AM Man Tue Wed ThuFii

BrowseControl

=

Add Scheduls
ekl

Weekly
[¥] Monday

[¥] Twasday

Heip

v| StaiTie | 305PM 5| StopTime | 305PM

Wedrasdsy Friday [ Sunday
Thetzday ] Saturday

o

At 5 ehed de

[ oew [ oK

J(

Concel |[_ Apcy |

Figure 20. Application Blocker Scheduler

3.8 Port/Proxy Settings

Through the Port/Proxy settings you can define which ports are to be blocked. The Port/Proxy
settings are group specific (Figure 20).

3.8.1 Port Settings

Port Settings for all newly added PCs

1. To establish port settings for all newly added groups/PCs/Users right click on the root

group on the left hand pane of the BrowseControl Console

2. Select Group Settings and click on the Port/Proxy Settings to define the port

settings.

3. As a Group/PC is added to the Console it inherits the port settings of the Root Group
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Port Settings at the Group Level

BrowseControl

1. To define port settings at the group level, right click on the specific group icon on the
left hand pane of the BrowseControl Console

2. Select Group Settings and click on the Port/Proxy Settings to define the port

Two types of port filters can be set:

settings.

i. HTTP filter: This filter type is used to filter only the HTTP protocol. If HTTP
filter is selected for a particular port, all the HTTP communication through that
port is filtered according to the URL settings for the group.

i. Blocked filter: This filter type will block all the communication through the

specific port.

3.8.2 Proxy Settings

If you are using a Proxy Server to access the Internet, then the BrowseControl Port/Proxy

settings may need to be configured as follows:
1.

On the BrowseControl Console, right click on the Computers icon.

Settings > Port/Proxy settings.

Select Group

Add your proxy server port to the Port No textbox. Set the Port Type to “HTTP” and
assign a Filter Type of “HTTP Filter”. Click on the Add button.

E! Group Settings @

| Manape Group Sellings.

Sellings for Group: Users

| General | Poit/Proxy |Filtes | Shutdown  Bypass|

Forit Mo Pait Type Files Type
| o foies
[ PotMe  PotType Fites Type
il FTp Blocked
&l HTTF HTTF Fiker
118 NEWS Blecked
12363 MEH Blocked
[ Delte [ 0K |[ Caeel || Apoh

]

Figure 21. Port and Proxy Settings
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3.9 Shutdown Options

Additional settings are available for the remote shutdown of PCs from the console. The
settings include displaying a notification message to users and setting a time (in seconds)
before the PCs shutdown.

Click on a group and select Group Settings > Shutdown. In the Shutdown Options
window select the time to be allowed to the clients before the shutdown and customize the
message in the Shutdown Message textbox.

E! Group Setlings @
' Manape Group Sellings.

Sellings for Group: Users

| General | Port/Proxy | Filtes Shuldown Bypasz|
Shutdoven O plions

Time before chert shutdown 10 2| seconds

Shutdowen Meszage
Wirdows i3 shutling down

[ ok [ Caneal |

Figure 22. Shutdown Options

3.10 Bypass Applications

Legitimate applications such as FlexLM that require Internet access can now circumvent
BrowseControl through the Bypass utility.

Applications added to this list will be unaffected by BrowseControl's Internet ON/OFF
settings. This is useful for legitimate applications that require access over HTTP. They can
be added as follows:

e On the BrowseControl Console, right click on the appropriate group. Select Group
Settings > Bypass.

e Under the “Application List,” enter the Original Filename of the application to be
bypassed, in the “Application Name” textbox. Alternatively, click on the Browse
button and locate the exe of the application to be blocked. The Original Filename
of the application will automatically be populated in the list. In case the
application does not have an Original Filename the application will
automatically populate the Application list with the File’s Checksum value.
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3.11 Viewing the properties of a Group/Client/Users

e You can view the properties of a group or client by clicking on =1 on the toolbar.
Alternatively, right click on the desired group or client and select Properties.

e The Client properties dialog box allows you to view useful information such as the Alias
name, System Name, Group, IP Address, Connection Status, and Internet Status.

e The Group Properties allow you to view the number of Clients PCs that are allocated to
a Group and the Group Name.

3.12 Switch Console Operator

e To switch from one user account to another, click on the logout button ¥ on the toolbar,
or on the menu select File 2 Logout. This takes you back to the login screen from
where you can log into the Console with a different user name and password.

3.13 Configuration of the Client Service from the Console

The BrowseControl Client configuration can be modified remotely from the Console. This
feature is group specific, i.e. changes made at the Group level will apply to all the Clients
under the Group.

e To change the configuration for an individual Client PC, access the Client settings
locally from the Client PC. Please refer to Section 4.0 for more details.

e To access the Client configuration at the group level, right click on a specific group and
select Client Settings.

3.13.1 Change the Password
1. Enter your new password in the new password textbox.
2. Enter the same password in the confirm password textbox.

3. Click on the Apply button to change the password. (Figure 23)

3.13.2 Display the Client in the System Tray

1. To display the Client on the system tray, check the “Show in system tray” checkbox

(Figure 22).
Internet ON ! i Internet OFF

Figure 22. Client side icons
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3.13.3 Offsite Internet Access and AppBlocker Control

If the Server is unavailable, the following settings can be applied to maintain the Internet
and App Blocker permissions.

e To prevent Internet access if the Server is unavailable, deselect the option “Enable
Internet access”. Users will be denied access to the Internet. (Figure 23)

e To retain the Allowed list and Blocked list if the Server is unavailable, select the option
“Apply the existing allowed list and blocked list”.

e To apply the App Blocker settings if the Server is not available, select the option
“Enable App Blocker”. Users will be blocked from running applications listed in the
App Blocker list (Figure 23).+

%k Client Settings le

’:’_';! Client pazzword/zetting: can be chanaged from here.

Client Settings for Group: Uzers

Change Password

Mew Pazsword | |

Canfirm Pazzword | |

Optionz

Run at windows startup
] Show in system tray

Block admin ugers from stopping the clhent

When the BrowszeCaontral Server iz unavailable
Enable Intermet access
1 Allow full internet access

(%) &pply the existing allowed list and blocked list
Enable AppBlocker

[ oK ][ Cancel ][ Apply ]

Figure 23. Client Settings
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3.14 Manage the Client from the Console

3.14.1 Stop the Client Service

¢ From the Console, right click on the PC/User icon and select Services =2 Stop
Service (Figure 24).

£ BrowseControl

Fle ‘View Tooks Advanced Help
NP N N C e N NN
:Comw: Af Alas Computer  Group
4 () Finance | mow2 owe Finance
%CWI l
B Ol w2 » I servic » .
B o — =R et 9 Sop Service
¢ | Internet » |[B)] Shutdown Computer 2! Uninstal
IlCom»dntCm 1 Restart Computer
e e GetSystemInfo
o0 Int 5
3 5 BlockFloppy Drive
S | Bock CD Orive
3l Add ne 2 Block USB Drive
|3 Rename £ Lotk Compurer
o Dol
= RefreshData to Chents
| Properties

Figure 24. Client Administration
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3.14.2 Uninstall the Client

To uninstall the client remotely using the console:

1. Right click on the PC/User icon and select Services - Uninstall.
2. Please reboot the Client PC to complete the un-installation

Alternatively, to uninstall the Client from the Client PC:
1. Run the following script at the run command (valid for Windows 2000, XP, 2003):

cwClient.exe —pv Admin

NOTE: Admin is the default case sensitive password. If
you changed the password of the Client, then please
substitute it in place of Admin.

2. Click on the Service tab and click on the Uninstall button.

3. Reboot the Client PC to complete the un-installation.

3.14.3 Shutdown the Client PC

e On the Console, right click on the specific PC/User icon, click on the PC/User name
(first menu item) 2 Shutdown Computer.

3.14.4 Shutdown Scheduler
Schedules can be created to Shutdown/Boot Clients remotely. This is a group specific
setting. To assign a schedule:

1. Select the desired group and select and click on the Shutdown Scheduler icon

2. To add a new time period when the client systems in the group will be
shutdown/boot up select Add.

3. Create a schedule by selecting the schedule type and the start and end times.
Daily or weekly schedules for Shutdown/Boot computer can be created (Figure 25).

4. Click on the Add Schedule button to add the defined time schedule.
To apply the schedule click on the Enable Scheduler button.
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Figure 25. Shutdown Scheduler

3.14.5 Restart the Client PC

¢ On the Console, right click on the specific PC/User icon, click on the PC/User name
(first menu item) > Restart Computer.

3.14.6 Get System Info of the Client PC

¢ On the Console, right click on the specific PC/User icon, click on the PC/User name
(first menu item) > Get System Info.

3.14.7 Block Floppy/CD/USB Drive of the Client PC
e« To remotely block a Client floppy drive, right click on the specific PC/User icon, click on
the PC/User name (first menu item) - Block Floppy Drive.

¢ To remotely block a Client CD drive, right click on the specific PC icon, click on the
PC/User name (first menu item) - Block CD Drive.

e To remotely block a Client USB drive, right click on the specific PC/User icon, click on
the PC/User name(first menu item) - Block USB Drive.
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3.14.8 Lock the Client PC

This feature will remotely lock a Client PC’s screen, keyboard and mouse. This is a very
useful feature for a teacher to get a student’s attention!

e To lock a Client PC, on the Console right click on a PC/User icon - the PC/User
Name - Lock Computer.

e Select OK to confirm action
NOTE: The client running the BrowseControl Console cannot be locked

3.14.9 Boot the Client PC

¢ To remotely boot a Client PC from the Console, please ensure that the Wake-On-LAN
feature has been enabled in the BIOS of the Client PC. To boot a Client PC, on the
Console right click on a PC/User icon - the PC/User Name - Boot Computer.

3.15 BrowseControl Console Options

3.15.1 New System Management — Setting the Root Directory.

By default all new Client PCs/Users, appear under the Root Group. Newly installed clients,
can automatically be added to the appropriate groups.

¢ On the Console menu select Tools = Options.

¢ On the General tab, click on the drop down box and select the Group that the newly
installed Clients will be grouped under (Figure 26).

i Hewdy connected chent compiters will be added subomaticaly 1o lhe
bedow selected group.

Genetal | Connection |
Gereial

Pul newly addsd COMPUTERS ko the group | Matkeling v

T elebMatketing
Caley
Accounts

ok

Figure 26. Server Options
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3.15.2 Connecting the Console to the Server

e The connection settings between the Console and Server can be accessed by
selecting Tools > Options from the Console menu (Figure 27). Click on the
Connection tab to access the settings. The BrowseControl Server IP address and the
Console Port data can be edited from this screen. By default, the Console port is 8998;
however, this can be set to a range of 4000 to 32767.

« If the Console port is modified, then please make the corresponding changes from the
Server interface. Please refer to Section 2.1 for changing the Console port for the
Server.

E! options @
oL Connection bo BrovseCortiol Senver can be z21 hene,

Generad Connection
Cormection

BirowseConirol Server LOOPRACE,

Conzole Port et

[ ok ][ Caresd |

Figure 27. Console Connections
3.15.3 Password Protect the Console
In order to password protect the console, user accounts need to be created. There are two

types of user accounts:

1. Administrator: the administrator can create or delete user accounts, set permissions
to use the features of BrowseControl for the user accounts, as well as use all the
features of BrowseControl.

2. User: users of this account can access only those features that have been allowed by
the Administrator, however the users don’t have permission to access the following

features:
o Root directory
o User Management
o Registration of the software
o General settings.

e To create a new user, on the tool bar select Advanced -> Operators. On the
“Operators” screen, click on the Add button and enter the username and password
information (Figure 28)

e BrowseControl can be password protected by selecting the “Enable Password
Security” checkbox. This feature can only be enabled through the administrative
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account. When this feature is enabled, you will be prompted for the username and
password when launching the BrowseControl Console.

x

Administrator(s) can add, remove and manage operators here.

Import Active Directory Users as Operators

— Manage Operators

Operator I Description
& 1T Admin
& Manager

[~ Enable Password Security [l peratar Eermissions Add | Hemove |

Help oK

Figure 28. Operators

To set permission for the users:
3. Select the User

4. Click on User Permissions button.

5. Select the features that you would like to allow/deny to the users (Figure 29).

Import Users from Active Directory to Operator accounts

1. Click on Import Active Directory Users as Operators

2. Enter the domain name, a domain user name and password. Click import users
3. Select the Active Directory user you want to import

4. Select the role you want to assign to the user.

5. Click ? to Add to Operators.

Note: Due to Microsoft's security policy, the password for the AD user will not be
transferred into the Operator’s account.

Instead, the default password of the operator will be the AD username in lower cases.

(For example, the user JohnSmith will have a operator password of johnsmith.)
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£ Operator Permissions - Finance Manager
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Figure 29. Set User Permissions
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User Permissions Explained

+ Disable create/edit/delete operations for If selected, user is denied access to Add New Groupl ],

group Rename Group/System.ﬁ, Delete Group/System A
features on the Console.

+ Disable client service control operations If selected, user is denied permission to Stop Client
Service, Uninstall Client Service

+ Disable drag and drop operations If selected, user is denied permission to drag and drop
feature of BrowseControl.

+ Disable internet operations If selected, user is denied access to Internet ON/OFF,
Internet Scheduler Eand Timer2,

+ Disable system start/shutdown If selected, user is denied permission to shutdown, restart
operations or boot the Client system from the Console.
+ Disable system lock operations If selected, user is denied permission to lock the Client

system from the Console.

*

Disable root access This disables the user's access to the root group. Access
to root group is permanently disabled for a user. This
feature is accessible only to administrators.

+*

Disable general settings User is denied access to the General tab on the Options
window. (Tools > Options). This feature is accessible only
to administrators.

*

Disable registration option A simple user of BrowseControl does not have the
permission to register the software. This feature is
accessible only to administrators.

*

Disable user management A simple user of BrowseControl does not have access to
the user management feature. (Advanced >
Operators).This  feature is accessible only to
administrators.
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*

Enable URL filter | If selected, users will be able to access the URL filter.

*

Enable add If selected users will be able to add URL's to the URL
filter.

*

Enable remove If selected users will be able to remove URL's from
the URL filter.

*

Enable import If selected users will be able to import URL's to the
URL filter.

*

Enable export If selected users will be able to export URL's from the
URL filter.

*

Enable app blocker If selected, users will be able to access the app
blocker.

+ Enable add If selected users will be able to add application
names to the URL filter.

+ Enable remove If selected users will be able to remove application
names from the URL filter.

+ Enable import If selected users will be able to import application
names list to the URL filter.

+ Enable export If selected users will be able to export application
names list from the URL filter.

+ Enable application scheduler If selected, user will have permission to access the
application scheduler

*

Enable group settings If selected, user will be able to access the group
settings from the Console (This allows the users to
block/unblock the ports at the Port/Proxy setting tab
and modify, enable or disable the warning message.)

*

Enable client settings If selected, user will have permission to modify the
Client settings from the Console, which includes
modify password for the Clients, display client icon in
the system tray etc.

+*

Enable copying settings If selected, user will have permission to copy settings
of one group to other group(s). For example the
internet settings or the app blocker settings of one
group can be copied to other groups.

a7



A
© 2002 - 2009 BrowseControl

3.15.4 Changing the Password on the BrowseControl Console

To change the password for a logged in User:

6. On the Console menu select Tools 2 Options, click on the Password tab (Figure 30).

7. Type in the Old password, New and the Confirm Password and click Apply button.

E Logged in uger can change his console passwond here,
General | Connection | Password
. Password .
O Pagsword
Hew Fazsword

Conlum Passeand

[ ok ][ Cancel |

Figure 30. Change the password
3.15.5 Changing the Port of the BrowseControl Console
1. On the Console menu select Tools = Options, click on the Connection.

2. Type in the new Port number and click the Apply button.

3.15.6 Copy Group Settings

Settings applied to one group can be copied to one or more groups.

1. On the Console, select Advanced - Copy Settings (Figure 31).
2. Select the source group
3. Select the settings to be copied.

4. Select the destination group(s) and click on the Copy button.
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E Copy Group Settings
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3.15.7 Import Users

Figure 31. Copy Settings

Active Directory users can be imported to the BrowseControl Console making it easier to

organize users in the user based BrowseControl.

1. Switch BrowseControl into User Mode via the BrowseControl Server Manager

2. Onthe Console, select Advanced = Import Users

3. Enter the Domain name, User name and Password

4. Click Import Users

5. Click on Add Users to add the users listed in the window to the BC Console.
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E Import Users
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Figure 32. Import Users

3.15.8 Remote Install Clients
BrowseControl Clients can be remotely installed from the Console.
1. From the Console, on the menu bar click on Advanced - Remote Install Client(s).
2. Enter the path of the Client msi file on the Server computer.
3. Enter the Server name/IP address and the Client password. In case the Client
Rlaeiiword is not mentioned then the password is taken as the default ‘Admin’. Click

4. Select the PC’s on the network where the Clients are to be installed. Click Next

5. Enter the Username and Password of an Administrator account of the PC where the
Client has to be installed. Click Next.

6. This would install the Client pack on the selected PC.
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Install settings

Enter the path of the Client msi file | ‘ [ Browse ]
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& Fresh Install O Upgrade

BrowseControl Server (IP address or Computer hame)

[[] (Optional): Change the BrowseControl Client Password

By default the client password is “Admin"

New Password ’
|

Confirm Password

Cancel

Figure 33. Remote Install Clients

3.15.9 Redirect Clients

This BrowseControl utility can be used to redirect BrowseControl Clients connection to the
desired Server remotely.

e The Server Name/IP Address to which the Clients are to be redirected will be retrieved
automatically by the Console.

o Enter the Password of the Client which is to be redirected.

e You can either select to connect all BrowseControl Clients to the mentioned Server or
specify the Clients that are to be redirected.

e Alternatively you can force all BrowseControl Clients with the Given Password to be
connected to the current Server by checking the “Force connection to the current
server” checkbox. This will force the Clients to get connected to the current Server
even if they are connected to other Servers.
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Figure 34. Redirect Clients

3.15.10 Registration

To register BrowseControl with your permanent license key, on the Console, select Help 2>
Registration and follow the wizard prompts (Figure 33). Enter the organization name, the
number of licenses and the license key code. Please note that this information is case

sensitive.

E Repistration

Please entes iegishaton nfoimation

)
Flegistiation
Oigenizaion IR
Mool Licence: (g ]

[ ok ][ Cancel |

Figure 35. Registration
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4.0 Client Settings and Administration

4.1 Client Service Configuration — Window 2000, XP

The BrowseControl Client should be installed on those PC(s) where Internet access is to be
managed.

e To activate the configuration screen, at the run command of the BrowseControl Client
enter:

cwClient.exe —pv Admin

NOTE: Admin is the default case sensitive password. If you
changed the password during the installation of the Client,
then please substitute it in place of Admin.

The Client configuration settings can be modified as follows:

e Make the Client Visible

To make the Client icon visible, on the system tray of the Client PC,
on the Console, right click on the specific Group under which the Client PC exists,
select Client Settings. Select the “Show in system tray” check box. On the Client PC

the Client icon 3 will appear in the system tray.
e Activate the Client Configuration Screen
Right click on the Client icon and select Open. You will be prompted for a password

(default = Admin). The BrowseControl (Service) screen (Figure 34) will be activated.
Through this interface, the Client configurations can be set.
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General T Connection T Password T Service

General Settings

O
O

Internet ON 06/06/2008 10:17:22 AM

ver.3.2 (Build 5700) Close

Figure 36. Client Interface
e Set Internet ON when Server is unavailable

When the Server is not available; the default setting allows the Client PCs access to
the Internet. To prevent Internet access if the Server is unavailable, on the General
tab of the Client Configuration screen, deselect the check box “Set Internet ON when
Server is unavailable”. This option will completely deny access to the Internet.

¢ Enable App Blocker when Server is unavailable

When the Server is not available, the default setting is to allow users access to all
applications. To deny Clients access to those applications in the App Blocker list, on
the General tab of the Client Configuration screen, select the checkbox “Enable App
Blocker when Server is unavailable”.

e Modify the Server IP address
To modify the IP address or the Computer name of the BrowseControl Server, click on

the Connection tab of the Client configuration screen and click on the Edit button to
make any changes.

e Modify the Server Port
The BrowseControl Server Port is 8999 by default. The port number is stored in the
Connection tab of the Client configuration screen.

e Modify the Client Password

The Client password can be changed by clicking on the Password tab and click on the
Edit button (Figure 35). Enter the Old, New and Confirm Passwords. By default Old
Password is “Admin” (case sensitive).
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4 BrowseControl [Service] @
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Change Password

0ld Password | |

New Password | |
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Figure 37. Changing the Client Password

¢ Stop Client Service

To temporarily allow Internet or to allow access to specific applications, the
BrowseControl Client Service will need to be stopped. On the BrowseControl Service
screen, click on the Service Tab and click on the Stop Service button (Figure 36).

To resume the Client service:
If the Client is running on an NT based system, restart the BrowseControl Client

Service from the Service Control Manager (Control Panel - Administrative Tools 2>
Services) or reboot the system.
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e Uninstall the Client

There are four ways to remove the BrowseControl Client.

From the BrowseControl Console, right click the specific PC icon and select
Service = Un-install.

On the BrowseControl Client interface, click on the Service tab and click on the
Uninstall button

At the run command of the BrowseControl Client enter:
cwClient.exe —pu Admin

NOTE: Admin is the default case sensitive password. If you
changed the password during the installation of the Client, then
please substitute it in place of Admin.

For silent uninstallation of the BrowseControl Client, at the run command enter:

cwClient.exe —pum Admin

Reboot the Client PC after uninstalling the BrowseControl Client.

é- BrowseControl [Service] @

General T Connection [ Password T ]
Service Seltings
‘
Press Stop Service' button to stop BrowseControl Stop Servi
Client service top Service
Press Unlnstall' button to uninstall BrowseControl Unlnstal
Client Irom this computer Unlnsta
ver.3.2 (B.ild 5700) Edit Cance Close

Figure 38. Stop Service
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4.2 Client Service Configuration — Vista

e Modify the Server IP, Server Port

On Vista Clients, run the command prompt as Administrator and enter the following
script:

cwBCAgent.exe —pv Admin

Please note that Admin is case sensitive. If the password was changed during the
installation of the Client, then please substitute it in place of “Admin”.

This will bring up the Client interface. On the interface, click on the Edit button to modify
the Server name/IP or Server Port number.

e Uninstall the Client — silent uninstall
Run the command prompt as Administrator and enter the following script:
cwClient.exe —pu Admin

Please note that Admin is case sensitive. If the password was changed during the
installation of the Client, then please substitute it in place of “Admin”.

Reboot the PC after the uninstall.

4.3 Command line parameters — Windows 2000, XP, 2003

e Command line parameters on the Client PC can be used to make the BrowseControl
Client visible. The below script activates the Client interface in order to make any
changes to the client configuration:

cwClient.exe —pv Admin

NOTE: “Admin” is the default password. If the password has
been changed, then please “Admin” with your password.

e The command line arguments of the Client component are:
cwClient.exe —psnwcvum [Password] [Server Name] [Port No] [New Password]
[Confirm Password] [Make Visible] [Uninstall] [Silent Uninstallation]

e For msifile installation parameters, please refer to Section 1.4.2
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5.0 System Requirements

BrowseControl

Please note that BrowseControl is not compatible with Citrix, Terminal Services environment or
64-bit operating systems.

Components Hardware Requirements Software Requirements
BrowseControl Processor: Operating System:
Server Pentium |1 Windows 2000/2003, XP, Vista.
Memory: Networking Protocol:
128MB RAM TCP/IP
Disk Space:
100 MB plus additional space for data
growth
BrowseControl Processor: Operating System:
Console Pentium | Windows 2000/2003, XP, Vista
Memory: Networking Protocol:
64MB RAM TCP/IP
Disk Space:
50 MB
BrowseControl Processor: Operating System:
Client Pentium | Windows 2000/2003, XP, Vista
Memory: Networking Protocol:

16MB (32MB is recommended)

Disk Space:
5 MB

TCP/IP

For Windows 2000:

Requires Windows Installer 2.0 or
above. Download here.
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6.0 FAQs

For the Frequently Asked Questions section, please visit:

http://www.browsecontrol.com/fags.htm

BrowseControl
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7.0 Support

Email: support@codework.com.

NOTE: Our preferred support method is via email. The target response time to this e-malil
gueue is 24 hours. Please include your name, e-mail address, phone number, system

configuration, symptoms, and any other helpful information
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8.0 Purchase Licenses

For pricing and/or ordering information, please contact any of the following offices:

EUROPE
Codework Limited
Atlas House, 1 Simonsway, Manchester, M22 5PP, United Kingdom

Tel: +44-(0)161-499-7888
Fax: +44-(0)161-499-7899
Email: info@codework.com

USA
Codework Inc.
1623, Military Rd #556, Niagara Falls, NY 14304-1745, United States of America

Tel: 905-278-8278
Fax: 905-278-0645
Email: info@codework.com

CANADA
Codework Inc
629 Sequin Crescent, Mississauga, Ontario, L5H-1W4, Canada

Tel: 905-278-8278
Fax: 905-278-0645
Email: info@codework.com

INDIA
Codework Solutions Pvt Ltd.
Ground Floor, “Thapasya”, Infopark, Kakkanad, Kochi, Kerala, India - 682030

Tel: +91-484-4055678
Fax: +91-484-4061003
Email: India@codework.com

OTHER COUNTRIES

Please email bcontrol@codework.com for the name of a local reseller in your country.
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Appendix A

Windows Installer 2.0 or above:

For Windows 2000 download here.
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