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[bookmark: _Toc182210682][bookmark: _Toc197939855]Overview
The Microsoft® Forefront™ Integration Kit for Network Access Protection provides a way for two Microsoft technologies to work together: Forefront Client Security and Network Access  Protection (NAP). These technologies provide administrators with a significant degree of control over the security and health of networked client computers. NAP uses system health agents (SHAs) and system health validators (SHVs) to monitor and assess the health of such computers.
This Microsoft Forefront Client Security SHA/SHV Deployment Guide describes how to implement the Microsoft Forefront Integration Kit for Network Access Protection.
[bookmark: _Toc197939856]Forefront Client Security
Forefront Client Security provides unified malware protection for business desktop computers, laptops, and servers from threats such as spyware, viruses, and rootkits. With Forefront Client Security, IT administrators can quickly and clearly see the current status of their networks, manage security for client and server computers, and view a history of malware activity in their environments.
[bookmark: _Toc197939857]Network Access Protection (NAP)
NAP is a policy enforcement platform with components that are built into Windows Server® 2008, Windows Vista®, and Windows® XP with Service Pack 3 (SP3). NAP uses a Network Protection Server (NPS), SHAs, and SHVs to monitor the health of computers in a network. NAP enables administrators to specify health requirements for their networks and to isolate computers that are noncompliant.
[bookmark: _Toc197939858]Solution Architecture
The following subsections specify the required components of the Integration Kit.
[bookmark: _Toc197939859]Required Components
Components that the solution requires include:
A Forefront Client Security 1.0 infrastructure
Network Access Protection, a component of Windows Server 2008, 32-bit or 64-bit editions
Active Directory® Domain Services (AD DS)
[bookmark: _Toc197939860]Operating System Requirements
To deploy the Integration Kit, server computers must be running Windows Server 2008. Client computers must be running either a 32-bit or 64-bit version of one of the following operating systems:
Business, Enterprise, or Ultimate editions of Windows Vista
Standard or Enterprise editions of Windows Server 2008
Windows XP Professional Edition with SP3 (32-bit version only)
[bookmark: _Toc197939861]Solution Components
The following core components are included in this solution:
Forefront Client Security SHA. A standard NAP client computer component that reports Forefront Client Security–related information to the NPS.
Forefront Client Security SHV. A standard NAP server computer component that interprets the Forefront Client Security–related information from computers that run the SHA.

The following diagram illustrates the architecture of the solution. Forefront Client Security is represented as FCS in the diagram.

The diagram illustrates the principal components of the solution. In this deployment scenario, a computer that runs the Forefront Client Security SHA attempts to access a NAP–protected network resource. To do so, the built-in NAP client component queries each SHA about the health of the computer. The following numbered descriptions correspond to the numbered arrows in the diagram.
To monitor and report on Forefront Client Security–related aspects of computer health, the Forefront Client Security SHA first queries certain system registry settings. For example, it determines whether Forefront Client Security has been disabled.
The Forefront Client Security SHA also checks health information of system services that are considered critical to proper Forefront Client Security operation.
The Forefront Client Security SHA queries the WSUS client for information about patches and malware signature definition updates.
When queried by the Forefront Client Security SHA, the WSUS client retrieves the latest information from the local WSUS server to determine if any Forefront Client Security patches or malware signature definition updates are available. If patches are available, the SHA determines how long the patches have been available, which helps provide information about how out-of-date the managed computer is.
When the health data is gathered it is sent to the NPS, which uses the Forefront Client Security SHV to evaluate health information to determine whether the requesting computer is compliant with the predefined health policy.
The security agent runs on the managed computer and sends data to the Forefront Client Security Server Management system, which provides manageability, data collection, and reporting services.
User authentication and Group Policy are managed through AD DS. 
[bookmark: _Toc182210684][bookmark: _Toc197939862]Who Should Read this Guide
This guide is intended for IT managers, desktop and end user support personnel, IT generalists, and infrastructure specialists. It is not intended for application specialists or home users.
[bookmark: _Toc182210686][bookmark: _Toc197939863]Chapter Summary
The Microsoft Forefront Client Security SHA/SHV Deployment Guide includes this overview as well as four chapters, which the following subsections describe.
Chapter 1: Integration Kit Requirements
This chapter provides information about the infrastructure elements that need to be in place before implementing the Microsoft Forefront Integration Kit for Network Access Protection, which requires a functioning NAP infrastructure and healthy Forefront Client Security infrastructure.
Chapter 2: Installation and Configuration Information  
This chapter provides guidance for deploying the Integration Kit. It includes information about planning the policies, deploying the SHA to computers, and installing the server components.
Chapter 3: Client Remediation Actions
This chapter explains the different auto-remediation actions that might occur when using the Integration Kit, and describes which actions might require manual remediation by an administrator.
Chapter 4: Troubleshooting and Error Logging
This chapter provides guidance about interpreting the event messages that the Forefront Client Security SHA and SHV components generate as well as information about error logs generated by NAP and Forefront Client Security.
[bookmark: _Toc182210687][bookmark: _Toc197939864]Style Conventions

	Element
	Meaning

	Bold font
	Signifies characters typed exactly as shown, including commands, switches, and file names. User interface elements also appear in bold. 

	Italic font
	Titles of books and other substantial publications appear in italics. 

	<Italic>
	Placeholders set in italics and within angle brackets – <file name> – represent variables. 

	Monospace font
	Depicts code and script samples. 

	Note 
	Alerts the reader to supplementary information. 

	Important 
	Alerts the reader to essential supplementary information. 
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[bookmark: _Toc197939866]Chapter 1: Integration Kit Requirements
This chapter is designed to help administrators plan to deploy the Microsoft® Forefront™ Integration Kit for Network Access Protection. Requirements for the Integration Kit include Forefront Client Security and a functioning NAP infrastructure, as described in this chapter.
[bookmark: _Toc197939867]Forefront Client Security
Forefront Client Security is software that unifies the management of malware protection applications that would typically be managed independently.
Forefront Client Security includes a malware protection agent and a central management system. The malware protection agent can be deployed to desktop, laptop, and server computers in an organization. The central management system provides IT administrators with a central location to view and manage all the computers that run Forefront Client Security. 
Forefront Client Security does not require IT administrators to create separate policies for each different type of malware (for example, viruses, Trojan horses, worms, spyware, and rootkits). Forefront Client Security streamlines the creation and management of anti-malware policy by using a single policy for the various forms of malware. This structure helps IT administrators to create policies for their organizations that they know will be enforced for all defined malware.
The Integration Kit requires Forefront Client Security to be installed on the computers to be managed. In addition, the components in the following subsections are required.
[bookmark: _Toc197939868]Windows Server Update Services (WSUS)
This component is a distribution server that Forefront Client Security uses to distribute security agent and anti-malware signature definition updates to computers in the organization. The WSUS server is a critical component of the Integration Kit. For guidance about deploying WSUS, see Deploying Microsoft Windows Server Update Services 3.0. For more information about how to use WSUS, see Microsoft Windows Server Update Services.
Planning for WSUS to Distribute Forefront Client Security Updates
WSUS provides organizations with the ability to automatically download Microsoft product updates and distribute them to computers within the organization. WSUS connects to Microsoft Update and synchronizes the available updates to the local server. After you install and configure WSUS, you need to configure your computers to connect to the WSUS server to download updates. For more information about deploying Forefront Client Security to managed computers, see Deploying Client Security.
Note   The recommended method of deploying Forefront Client Security to target managed computers is through Group Policy or an approved deployment solution. You can use the Microsoft Forefront Client Security Management console to deploy a Forefront Client Security policy. After the target computers receive the Forefront Client Security policy, they will contact the WSUS server and download the Forefront Client Security client components, which the WSUS server will have downloaded from Microsoft Update. This step requires that the managed computers be configured to connect to a WSUS server. 
Adding Forefront Client Security to Your WSUS Infrastructure 
The installation of the Forefront Client Security distribution component on your WSUS server adds a service called the Forefront Client Security Update Assistant. This service causes WSUS to query Microsoft Update for updates once an hour, which allows WSUS to obtain signature definition updates at more frequent intervals than the default configuration of WSUS. 
In addition, the installation of the distribution component configures your WSUS server to automatically synchronize the Forefront Client Security definition updates from Microsoft Update. Definition updates are also added to the Approve for Installation list in the WSUS Automatic Approval Options, which means that any definition updates downloaded by the WSUS server are automatically approved for installation by your managed computers.
To ensure that your WSUS server synchronizes the Forefront Client Security client components and that they can be downloaded and installed by your managed computers after you deploy your Forefront Client Security policy, you must add Updates to the Update classifications list in Synchronization Options in WSUS. For more information, see Approving the client components in WSUS on Microsoft TechNet. 
[bookmark: _Toc197939869]Forefront Client Security Management Server
This component is a Microsoft Operations Manager (MOM) server that provides central alerting, reporting, and administration of the anti-malware security policies that are pushed to the managed computers. 
MOM Considerations
The Forefront Client Security SHA can be installed with the /nomom option. However, if this option is used it is very important to disable the monitoring of the MOM component in the SHV’s configuration. It should also be noted that integrating with MOM is the recommended configuration for administration of Forefront Client Security, because it allows administrators to easily manage and update preconfigured or customized malware protection agents in a production environment. If the SHA is installed with the /nomom option there will be no way to obtain reporting or monitoring information.
[bookmark: _Toc197939870]Client Operating System Requirements
The Forefront Client Security software must be installed. The Forefront Client Security agent provides protection from threats such as spyware, viruses, and rootkits.
In addition, the Forefront Client Security system health agent (SHA) provided with this Integration Kit must be installed on all computers that you want to manage using this solution. The SHA can be installed on 32-bit and 64-bit versions of the Business, Enterprise, and Ultimate editions of Windows Vista®. It can also be installed on the 32-bit and 64-bit versions of the Standard and Enterprise editions of Windows Server® 2008 and on the 32-bit version of Windows® XP Professional Edition with SP3.
[bookmark: _Toc197939871]Forefront Client Security – More Information
For more information about Forefront Client Security, see the following:
Forefront Client Security TechNet site
Forefront Client Security Team Blog
Microsoft Forefront Client Security Planning and architecture
Microsoft Forefront Client Security Overview
Microsoft Forefront Client Security home page
Microsoft Forefront Client Security demo
[bookmark: _Toc197939872]Network Access Protection
Planning a NAP infrastructure requires making decisions about health policy, enforcement, and remediation. For more information about configuring a NAP infrastructure, see the NAP Step-by-Step Guides on the main page of the Network Access Protection site on Microsoft TechNet.
To plan for your NAP implementation, you will need to:
Review the NAP architecture
Choose enforcement methods
Choose WSUS as your remediation infrastructure
Choose enforcement modes
Define NAP policy for each system health validator (SHV)
Before proceeding, administrators should be familiar with how users and computers are grouped and managed within the network. This knowledge can help define how to control network health evaluation and enforcement. Administrators should also understand the requirements and components of NAP because they will make decisions regarding the SHAs that are installed on the managed computers and SHVs that are installed on the NAP Network Policy Server (NPS).
Administrators will have to deploy these NAP components before they can configure and enable a network policy that enforces a Forefront Client Security health policy. Therefore, a good understanding of these concepts is necessary to the planning process.
[bookmark: _Toc197939873]NAP Enforcement Methods
Four built-in enforcement methods work in conjunction with NAP to enforce health policies. NAP enforcement methods are not mutually exclusive; administrators can choose to implement multiple enforcement methods in varying combinations. For more information about the four enforcement methods, see Network Access Protection on Microsoft TechNet. The available NAP enforcement methods are:
· Dynamic Host Configuration Protocol (DHCP). Enforces health policies when a computer attempts to obtain an IP address from a DHCP server.
· Extensible Authentication Protocol (EAP) for IEEE 802.1X connections. Enforces health policies when a computer attempts to access a network using EAP through an 802.1X wireless connection or an authenticating switch connection.
· Remote access for VPN connections. Enforces health policies when a computer attempts to gain access to the network through a virtual private network (VPN) connection.
· Internet Protocol security (IPsec) communications. Enforces health policies when a computer attempts to communicate with another computer using IPsec.
· Terminal Services Gateway (TS Gateway) connections. Enforces health policies when a computer attempts to connect to internal resources through a TS Gateway server.
[bookmark: _Toc197939874]NAP Enforcement Modes
NAP provides a way to enforce security policy and isolate noncompliant computers from your secure network through different enforcement modes. NAP enforcement mode settings allow you to specify what happens when computers do not comply with your organization’s health policy. For more information about the three enforcement modes, see the "NAP enforcement and network restriction" heading in the Network Access Protection article referenced earlier. There are three modes to select from:
Allow full network access. Specifies that the managed computer has unlimited network access. Select this mode for network policies defined for compliant NAP clients. This mode is equivalent to reporting mode because no network restriction is placed on the managed computer.
Allow full network access for a limited time. Specifies that the managed computer has unlimited network access up to a specific date and time. This mode is also known as deferred enforcement.
Allow limited access. Specifies that the managed computer has limited network access. Select this option for network policies defined for noncompliant NAP clients or for NAP ineligible clients.
You can also specify whether the SHA should perform auto-remediation on the NAP client computers.
[bookmark: _Toc197939875]Solution Architecture
The Forefront Client Security SHA/SHV solution includes the following components:
· Forefront Client Security SHA. The SHA component is installed on computers to monitor their health, including whether Forefront Client Security is installed, patched, and has all of the latest signature definition files. The SHA sends a statement of health (SoH) to the Forefront Client Security SHV.
· Forefront Client Security SHV. The SHV component is installed on a Windows Server® 2008–based server computer. The SHV provides an interface to configure a health policy on the NPS for Forefront Client Security.
The following figure shows the NAP architecture in this solution.


Figure 1.1. Sample NAP architecture using this Forefront Client Security SHA/SHV solution
This diagram includes the following components:
Compliant NAP clients. Computers that run the SHA and that are allowed on the network because they comply with the NAP health policy. 
NAP enforcement methods. Network access protocols that work with NAP to require the evaluation of a NAP client’s health state and provide restricted network access or communication. NAP enforcement methods work with a NPS to evaluate the health state of NAP clients, whether network access or communication is allowed, and the set of remediation actions that a noncompliant NAP client must perform. The four built-in enforcement methods are identified earlier in this chapter.
Forefront Client Security SHV and NPS. Computers that run Windows Server 2008 and the NPS service that store health requirement policies and provide health state validation for NAP. 
Active Directory® Domain Services (AD DS). The directory service that stores account credentials and properties and Group Policy settings. Although not required for health state validation, AD DS is required for IPsec-protected communications, 802.1X-authenticated connections, and remote access VPN connections.
Restricted network. A separate logical or physical network that contains:
Remediation servers. Computers that contain health update resources that NAP clients can access to remediate their noncompliant state. Examples include antivirus signature distribution servers and software update servers. Information about proper configuration of the Windows Server Update Services remediation servers required by this solution is provided in the next section.
NAP clients with limited access. Computers that are isolated in a restricted network when they do not comply with health requirement policies.
[bookmark: _Toc197939876]WSUS Remediation Server Configuration
This Solution Accelerator depends on Windows Server Update Services servers for client remediation. That is, for noncompliant NAP clients to be properly serviced, they must be able to reach a WSUS server even while isolated on a restricted network.
The following two procedures provide step-by-step instructions to help you properly configure the WSUS remediation server; proper configuration is essential for the solution to function properly.
To set up a Remediation Server Group in NAP
1. On the NPS, click Start, click Run, type nps.msc, and then press Enter.
In the Network Policy Server console tree, open Network Access Protection, and then right-click Remediation Server Groups.
Click New.
In the New Remediation Server Group dialog box, enter a name for the group and then click Add.
In the Add New Server dialog box, provide the name of the WSUS server in the Friendly Name text box and then enter the IP address of the WSUS server in the IP Address or DNS name text box. Then click Resolve. The following screen shot is an example of such a configuration; of course, you would provide a unique IP address.

Figure 1.2. NPS screen shot showing New Remediation Server Group setup

Click OK twice to close both the dialog boxes.

Enabling the remediation server for noncompliant computers
1. On the NPS, click Start, click Run, type nps.msc, and then press Enter.
In the Network Policy Server console tree, open Policies, and then click Network Policies.
In the details pane, double-click the policy for noncompliant clients.
In the Properties dialog box that opens, click the Settings tab and then click NAP Enforcement in the left pane as shown in the following screen shot.

Figure 1.3. Configuring NAP Enforcement Setting on the NPS

In the right pane, click Configure in the "Remediation Server Group and Troubleshooting URL" section.

In the Remediation Servers and Troubleshooting URL dialog box, select the Remediation Server Group that was created from the drop-down menu. For example, see the following screen shot.

Figure 1.4. Configuring the Remediation Servers and Troubleshooting URL on the NPS

Click OK and then select Enable auto-remediation of client computers. Click OK to close the dialog box.
The preceding two procedures are essential for the solution to function properly.
[bookmark: _Toc197939877]Network Access Protection – More Information
For more information about NAP, see the following:
Network Access Protection (NAP) site on Microsoft TechNet
Network Access Protection (NAP) team blog
Introduction to Network Access Protection white paper
Support Webcast: Introduction to Network Access Protection
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[bookmark: _Toc197939878]Chapter 2: Installation and Configuration Information
This chapter describes how to install and configure the two primary components of the Microsoft® Forefront™ Integration Kit for Network Access Protection:
Forefront Client Security system health agent (SHA). The SHA is installed on the computers to be managed. It monitors Forefront Client Security configuration and functionality.
Forefront Client Security system health validator (SHV). The SHV is the server component, and it is installed on the NAP Network Policy Server (NPS).
Successful deployment and configuration of these components requires making planning decisions that include installation requirements and policy creation. This Solution Accelerator requires the following:
An Active Directory® Domain Services (AD DS) environment.
Microsoft Forefront Client Security.
A local Windows Server Update Services (WSUS) server. See Deploying Microsoft Windows Server Update Services 3.0 for comprehensive deployment guidance. Additional helpful information might be available on the WSUS Product Team Blog.
Network Access Protection, an initial deployment of which could be based on the built-in Windows SHA/SHV. See Network Access Protection on Microsoft TechNet for more information.
[bookmark: _Installing_the_Forefront][bookmark: _Toc197939879]Installing the Forefront Client Security SHA 
For NPS enforcement to work properly, you must install the SHA before the SHV. If you reverse the process and install the SHV before the SHA, the NPS will enforce a health policy with which none of its clients can comply, because the SHV (installed and configured on the NPS) is expecting to receive health information. If the SHA isn’t installed, that health information will not be included with client access requests. In such a situation, all managed computers would be considered noncompliant and could have their access restricted (depending on the NPS configuration).
The SHA can be installed on 32-bit and 64-bit versions of the Business, Enterprise, and Ultimate editions of Windows Vista®. The SHA can also be installed on the 32-bit and 64-bit versions of the Standard and Enterprise editions of Windows Server® 2008 and on the 32-bit version of Windows® XP Professional Edition with Service Pack 3 (SP3).
Note   When installing on 32-bit versions of Windows, use FcsNapSha86.msi. When installing on 64-bit versions of Windows, use FcsNapSha64.msi.
[bookmark: _Toc197939880]
Interactive Install
Complete the steps in the following procedure.
To interactively install the System Health Agent (SHA)
1. Double-click the FcsNapSha86.msi file.
For Windows Vista and Windows Server 2008, if the User Account Control dialog box appears, click Continue or provide credentials.
The Welcome page of the Microsoft Forefront Client Security System Health Agent Setup wizard will display, as shown in the following screen shot.

Figure 2.1. Welcome page of the System Health Agent Setup Wizard

Click Next.
On the License Agreement page, review the license agreement. To accept it and continue, select the I accept option and click Next.
The Ready to Install page will display. To continue, click Install.
When the installation has completed as shown in the following screen shot, click Finish.


Figure 2.2. Setup Wizard page that indicates successful installation of the System Health Agent

If you attempt to install the System Health Agent on an unsupported version of Windows (for example, Windows Server 2003), the installation will fail and display the following page:
 
Figure 2.3. Setup Wizard page that indicates the System Health Agent installation failed
[bookmark: _Toc197939881]Silent Install
Silent installation of the SHA is fully supported using the standard MSI command-line parameters. You can use this method when building a computer image using the automated deployment tools such as Microsoft Deployment, Systems Center Configuration Manager, or non-Microsoft deployment tools.
The following command will install the Forefront Client Security SHA with the basic user interface options during the package installation:
msiexec /I FcsNapSha.msi /qn
You can read more about the MSI command line options on the Msiexec page on Microsoft TechNet.
[bookmark: _Toc197939882]Service Account Considerations
The SHA is configured to run under the Local System account. This configuration is necessary for the SHA to perform auto-remediation.
[bookmark: _Toc197939883]Deployment through Active Directory Group Policy Software Assignment
Note   The following steps show how to use Group Policy to deploy the 32-bit version of the Windows Installer file, fcsnapsha86.msi. You will need to adjust the file names accordingly to deploy the 64-bit version, fcsnapsha64.msi.
To use Group Policy to deploy the SHA, there are four key tasks to complete: 
1. Create a distribution point.
Create a Group Policy object (GPO) for deploying the fcsnapsha86.msi file.
Deploy the fcsnapsha86.msi file from the shared distribution folder as machine-assigned.
(Optional) Deploy the fcsnapsha86.msi file to specific security groups.
Target computers, or computers that are to receive the fcsnapsha86.msi file, must be joined to the same domain as the server on which the Windows Installer (.msi) file resides. After you assign the package, Windows Installer automatically installs the fcsnapsha86.msi file the next time users who are connected to the network start their computers.
We recommend that you inspect the properties of each computer to ensure that the fcsnapsha86.msi update has completed on the destination computer. Only a network administrator or someone who is logged on to a local computer as an administrator can remove the assigned software (that is, the fcsnapsha86.msi file) from the destination computer.
The tasks identified in this section are explained in detail in the following procedures. 
Task 1: Create a Distribution Point
To assign software, you must create a distribution point on the server. 
To create a distribution point
1. Log on to the server computer as an administrator. 
Create a shared network folder where you are going to put the fcsnapsha86.msi file that you want to distribute. This folder is the distribution point for the software package. 
Set permissions on the shared network folder to permit access to the distribution package. Assign access permissions for the following accounts: 
Administrators
Authenticated users
Domain users
Optionally, you can configure Distributed File System (DFS) for the distribution point. We recommend this option because it provides more flexibility by ensuring uninterrupted availability of the distribution point if you have to replace the server. In addition, with DFS it is easier to have distribution points in multiple sites. For more information about DFS, see Reviewing the Benefits of Using DFS on Microsoft TechNet.
Copy the fcsnapsha86.msi file to the distribution point.
Task 2: Create a GPO for Deploying the fcsnapsha86.msi File
You can create a GPO and link it to any Active Directory container that contains the target computers to which you want to deploy the fcsnapsha86.msi file. Such a container might be a site, a domain, or an organizational unit (OU).
The following instructions direct you to use a domain as a container and then to use security filtering to target the GPO to specific computers. For your environment, you might want to link the GPO to a different container, such as an OU. You can link to any Active Directory container that you want. Also, you can edit an existing GPO instead of creating a new GPO just for deploying the fcsnapsha86.msi file. However, we do not recommend that you edit the Default Domain Policy or the Default Domain Controllers Policy. 
The following procedures show how you can use either the Group Policy Management Console (GPMC) or the Active Directory Users and Computers Microsoft Management Console (MMC) snap-in to create a GPO for deploying the fcsnapsha86.msi file.
To create a GPO for deployment using the GPMC  
1. On an administrative workstation, open the GPMC. 
Note   An administrative workstation is one on which you are logged in as the Domain Administrator and on which the GPMC is installed.
In the console tree, right-click the domain name in the forest in which you want to create and link the GPO. 
Click Create and Link a GPO Here. 
In the New GPO dialog box, specify a name for the new GPO, and then click OK.

To create a GPO for deployment using Active Directory Users and Computers 
1. On a domain controller or administrative workstation, open the Active Directory Users and Computers snap-in.
Locate the OU that contains the computers to which you want to deploy the fcsnapsha86.msi file.
Right-click the OU, and then click Properties.
In the Properties dialog box, click the Group Policy tab, and then click New.
In the New GPO dialog box, specify a name for the new GPO, and then click OK.
Task 3: Deploy fcsnapsha86.msi from the Shared Distribution Folder as Machine-Assigned
After you create a distribution point and create a GPO for deployment of the fcsnapsha86.msi file, you must modify the GPO by using the Software Installation and Maintenance feature of Group Policy. To deploy the fcsnapsha86.msi file, you must use the Computer Configuration node in the GPMC. 
To edit a GPO for software deployment
1. Right-click the new GPO, and then click Edit.
In the GPMC, click Computer Configuration, click Software Settings, and then click Software Installation.
On the Action menu, point to New, and then click Package.
In the Open dialog box, type the full Universal Naming Convention (UNC) path of the shared installer package that you want to distribute in the File name box.
You can type the path using either of the following two syntax examples:
\\<ServerName>\<SharedFolder>\fcsnapsha86.msi \\<ServerIP>\<SharedFolder>\fcsnapsha86.msi
Select the Windows Installer package, and then click Open.
In the Deploy Software dialog box, click Assigned, and then click OK. The shared installer package that you selected will display in the details pane of the GPMC. 
Task 4: Deploy fcsnapsha86.msi to Specific Security Groups
You can use security filtering in Group Policy to deploy the fcsnapsha86.msi file only to computers that are members of a specific security group. For example, if you create a GPO at the domain level, you can use security filtering to configure the GPO to target only specific computers. To do so, you must create the security group and then add target computers as members.
To create a security group
1. Right-click the domain or Active Directory container that you want to target, click New, and then click Group. 
Name the security group. 
Click the Members tab, and then click Add.
Type the computer names, and then click OK.

To target fcsnapsha86.msi using security filtering
1. In the GPMC, double-click Group Policy Objects. 
Select the GPO for which you want to apply security filtering. 
In the results pane, click Add on the Scope tab.
In the Enter the object name to select dialog box, type the name of the group, the user, or the computer that you want to add to the security filter, and then click OK. 
If Authenticated Users appears in the Security Filtering section of the Scope tab, select this group, and then click Remove. This step ensures that only members of the group or groups that you added can receive the settings in this GPO.
Note   The settings in a GPO apply only to the following users and computers: 
Users and computers that are contained in the domain, the OU, or the OUs where the GPO is linked.
Users and computers that are specified in Security Filtering or that are members of a group that is specified in Security Filtering.
You can specify multiple groups, users, or computers in the security filter for a single GPO.
[bookmark: _Toc197939884]Forefront Client Security SHV Installation on the NPS
This section describes the installation of the Forefront Client Security System Health Validator.
Warning   It is essential that you deploy the Forefront Client Security SHA before the SHV. For a detailed explanation and steps for installing the SHA, see the "Installing the Forefront Client Security SHA" section at the beginning of this chapter.
The SHV can only be installed on 32-bit or 64-bit versions of Windows Server 2008. When installing on 32-bit versions of Windows, use FcsNapShv86.msi. When installing on 64-bit versions of Windows, use FcsNapShv64.msi.
To interactively install the System Health Validator (SHV) on the NPS
1. Double-click the FcsNapShv86.msi file.
If the User Account Control dialog box appears, click Continue or provide credentials.
The Welcome page of the Microsoft Forefront Client Security System Health Validator Setup Wizard will display, as shown in the following screen shot.

Figure 2.4. Welcome page of the System Health Validator Setup Wizard

Click Next.
On the License Agreement page, review the license agreement. To accept it and continue, select the I accept option and click Next.
The Ready to Install page will display. To continue, click Install.
When the installation has completed, click Finish.
Note   If the Server Manager snap-in is open when you install the SHV, the SHV might not display. To display the SHV in Server Manager, you must close Server Manager and then reopen it. 
The installation will fail if attempted on an unsupported version of Windows (for example, Windows Server 2003).
[bookmark: _Toc197939885]
Forefront Client Security SHV Configuration
The recommended Compliant health policy configuration is shown in the following screen shot of the Network Policy Server MMC snap-in:

Figure 2.5. Network Policy Server snap-in showing the Compliant health policy

Double-click the Compliant health policy to configure it. The following screen shot shows the Compliant health policy configuration. You must activate the Forefront Client Security SHV by selecting it for it to be included in your health policy. You will need to do so for both the Compliant and Noncompliant health policies.

Figure 2.6. Compliant health policy configuration

The following screen shot of the Network Policy Server snap-in shows the Noncompliant health policy:

Figure 2.7. Network Policy Server snap-in showing the Noncompliant health policy

The Forefront Client Security SHV error configuration summary is shown in the following screen shot of the Network Policy Server snap-in:

Figure 2.8. Network Policy Server snap-in showing error code configurations for the Forefront Client Security System Health Validator

The general configuration properties options for the Forefront Client Security SHV are shown in the following dialog box:

Figure 2.9. Forefront Client Security SHV Properties dialog box

[bookmark: _Toc197939886]
Recommended Client Service Policy Settings
Require that the Windows Update Agent (WUA) service is installed: Selected
Require that the WUA service is enabled: Selected
Require that the WUA service is set to auto-start: Selected

Require that the Microsoft Operations Manager (MOM) service is installed: Selected
Require that the MOM service is enabled: Selected
Require that the MOM service is set to auto-start: Selected
Note   If you have installed the Forefront Client Security product with the /nomom option, you must disable all Microsoft Operations Manager checks.

Require that the Forefront Client Security Anti-Malware (FCSAM) service is installed: Selected
Require that the FCSAM service is enabled: Selected
Require that the FCSAM service is set to auto-start: Selected

Require that the Security State Assessment (SSA) service is installed: Selected
Require that the SSA service is enabled: Selected
Require that the SSA service is set to auto-start: Selected

Check the registry to ensure Forefront Client Security is fully operational: Selected

These recommended Client Service Policy Settings are shown in the following screen shot:

Figure 2.10. Recommended Client Service Policy Settings

[bookmark: _Toc197939887]Recommended WSUS Server Policy Settings
Note   Settings in this section can only be configured to 100 days or fewer. If you enter a policy setting value that is more than 100 days (for example, 899 days), it will be reset to 100 days and this value will be used to determine whether published updates are available.
Forefront product updates: Selected and set to 14 days
This value determines how many days since an update for the Forefront Client Security product has been published on the WSUS server before a managed computer is considered unhealthy.
System health agent updates: Selected and set to 14 days
This value determines how many days since an update for the Forefront Client Security SHA has been published on the WSUS server before a managed computer is considered unhealthy.
Antivirus/antispyware signature updates: Selected and set to 3 days
This value determines how many days since signature definitions updates are published on the WSUS server before a managed computer is considered unhealthy.
These recommended WSUS Server Policy Settings are shown in the following screen shot:

Figure 2.11. Recommended WSUS Server Policy Settings
[bookmark: _Toc197939888]
Additional Information
This section provides additional setting and configuration information that might be useful.
Note   When you uninstall the SHV, a dialog box might warn you that the COM surrogate is running and should be closed. Because the SHV COM surrogate might be used by other components, we recommend that you not shut it down. If this error appears, click OK. The uninstallation process will continue.
[bookmark: _Toc197939889]Advanced Forefront Client Security SHA Settings
The Forefront Client Security SHA has three additional settings that can be configured by editing the Windows registry on the NAP clients. All three of the following registry values are located under the key path: HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\FcsNapSha
ServicesHealthPollingFrequencyMinutes
Type: REG_DWORD 
Description: Controls the frequency (in minutes) with which service-related managed computer health changes are monitored by the SHA. The default is 1 (that is, one poll every minute). This configuration includes any health setting that pertains to the following:
The WSAUSERV update service. On Windows Vista and Windows Server 2008, this service is called the Windows Update Agent service. On Windows XP, it is Automatic Updates.
The Microsoft Operations Manager service (MOM).
The Microsoft Forefront Client Security Anti-Malware service (FCSAM).
The Microsoft Forefront Client Security State Assessment service (FcsSas).
Checking the registry to ensure Forefront Client Security is fully operational.
UpdatesHealthPollingFrequencyMinutes
Type: REG_DWORD
Description: Controls the frequency (in minutes) with which product updates-related managed computer health changes are monitored by the SHA. The default is 120 (that is, one poll every two hours). Administrators should use caution when decreasing this value, because doing so increases the load on the WSUS server and can temporarily force managed computers into noncompliant status more often while waiting for WSUS replies.
AllowNapToCacheStatementOfHealth
Type: REG_DWORD
Description: Determines whether the SHA may use a cached statement of health, if available, upon start-up. The default is one (that is, enable the use of the cached data, if any). Administrators should use caution when disabling this value, especially when product updates (WSUS) health checking is enabled, because the managed computer will be forced into noncompliant status until the WSAUSERV client service starts and a reply can be received from the WSUS server. Following a reboot of the managed computer, that sequence can take up to a few minutes.
[bookmark: _Toc197939890]Additional Windows XP SP3 Client Configuration Information
This section provides additional information for client computers that run Windows XP with Service Pack 3 (SP3).
Note   The NAP agent must be enabled and set to auto-start on the client computer.
Configure the NAP Service to Start Automatically
The NAP service is initially configured to start manually following installation. The service must be configured to start automatically for this solution to work properly.
To configure the NAP service to start automatically
1. Click Start, click Run, type services.msc and press Enter.
2. In the right pane, right-click Network Access Protection Agent, and then click Properties.
3. For the startup type, select Automatic, and then click OK.
Windows Security Center Group Policy
If you use the Windows SHA on Windows XP SP3–based client computers that are joined to a domain, those computers should be configured in such a way that Windows Security Center is started with Group Policy.
To configure Windows Security Center using Group Policy
1. Click Start, click Run, type gpedit.msc and then press Enter.
In the console tree, expand Computer Configuration, expand Administrative Templates, expand Windows Components, and then click Security Center.  
In the Details pane, double-click Turn on Security Center (Domain PCs only).
In the Properties dialog box, select Enabled, and then click OK.
If you do not perform these configuration steps, the client computer might be flagged as noncompliant after it is rebooted.
Windows Firewall Configuration
The following article on Microsoft TechNet is also relevant with regard to compliance with the Windows SHA:
The Windows Firewall service in Windows XP Service Pack 2, in Windows XP Professional x64 Edition, in Windows Server 2003 SP1, and in x64-based versions of Windows Server 2003 cannot start if the DCOM Process Launcher Service is disabled
DHCP Client Enforcement
In Windows Vista and Windows Server 2008, DHCP client enforcement can be accomplished using the NAP Client Configuration console. For Windows XP, client enforcement must be done using the following command:
netsh.exe nap client set enforcement ID = "79617" ADMIN = "ENABLE"
IPsec Client Enforcement
On Windows XP SP3–based computers that have the NAP service enabled, IPsec enforcement is enabled by completing the steps in the following procedure.
Note   Display limitations might cause the commands in the following procedure to display on more than one line. Each should be entered as a single line at the command prompt.
To enable IPsec on a Windows XP SP3–based computer
1. Enable IPSec enforcement by running the following command in a command prompt window while logged on with administrator privileges:
netsh.exe nap client set enforcement ID = "79619" ADMIN = "ENABLE"
Configure the health registration settings by creating a Trusted Server Group with the following command:
netsh.exe nap client add trustedservergroup name = "groupName" requirehttps = "DISABLE"
Set up the trusted URLs for the NPS. Modify and use the following commands according to your configuration:
netsh.exe nap client add server group = "Trusted HRA Servers" url = "http://NPS1.Contoso.com/domainhra/hcsrvext.dll"
netsh.exe nap client add server group = "Trusted HRA Servers" url = "http://NPS1.Contoso.com/domainhra/hcsrvext.dll"
After these commands are executed, the Health Request Agent settings are enabled on the client computer.
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[bookmark: _Toc197939891]Chapter 3: Client Remediation Actions
This chapter of the Microsoft® Forefront™ Client Security SHA/SHV Deployment Guide provides information about remediation actions on computers that run the Forefront Client Security system health agent (SHA).
Network Access Protection (NAP) provides a mechanism to automatically resolve problems on managed computers that do not comply with network policy requirements. This process is called auto-remediation. If auto-remediation is unsuccessful, NAP notifies the user that the managed computer is not compliant, and that the user must perform some manual steps before their computer is allowed to access the network. The following section provides a scenario that describes the remediation experience for users.
[bookmark: _Toc197939892]Remediation User Experience
This scenario provides a set of steps that describe the user experience for both auto-remediation and manual remediation using features of the Microsoft Forefront Integration Kit for Network Access Protection. In this scenario, a network administrator has installed the client and server components of the Integration Kit and successfully tested the network environment, including NAP and Forefront Client Security.
Forefront Integration Kit for NAP remediation scenario
1. The network administrator accesses the Forefront Client Security SHV configuration dialog box on the Network Policy Server (NPS), and then selects the following check boxes:
The Microsoft Operations Manager (MOM) service must be installed.
FCSAM (Forefront Client Security Anti-Malware) service must be running.
The administrator has implemented NAP with DHCP and configured a health policy requiring that all computers determined to be noncompliant after submitting DHCP requests are only allowed restricted access to the network. The administrator has also enabled auto-remediation.
A managed computer submits a DHCP request that includes a statement of health (SoH), which contains health information from the Forefront Client Security/NAP client component of the Forefront Client Security SHA.
The managed computer’s SoH states that the MOM service is not installed and that the FCSAM service is not running.
The Integration Kit's server component, the system health validator (SHV), inspects the SoH, and identifies the managed computer as noncompliant based on the administrator’s policy settings defined in step 1.
The NPS notifies the DHCP server to provide the noncompliant computer with restricted access to the network.
The NPS also sends information back to the managed computer in the form of a notification message to advise the user of the following requirements:
The user must install the MOM service on the computer.
Because the SHA cannot perform this action automatically, the message notifies the user to install the MOM client. (Ideally, this step would have actually been performed by the system administrator, for example through Group Policy).
The managed computer must run the FCSAM service.
The SHA performs this action automatically. That is, after receiving the server response, the SHA immediately attempts to start the FCSAM service.
After the MOM service is installed and the FCSAM service is running, the managed computer sends a new SoH to the NPS. The compliant computer is then granted full access to the production network.
[bookmark: _Toc197939893]Auto-remediation
Auto-remediation assists administrators by attempting to automatically resolve issues of noncompliant computers as determined by the NAP SHV policy. Auto-remediation works after the Forefront Client Security SHA is installed on the managed computer and the NAP SHV network health policy is configured.
The following table provides information about messages that are presented during auto-remediation. Most of the resolutions require users to start a corresponding service, and then to configure it to run automatically. Procedures that detail how to perform these tasks using the Services console are provided after the table.
The first column defines the SHV requirement. If the requirement is not met, the SHA attempts to automatically resolve the problem.
Table 3.1. Auto-remediation States and Actions

	SHV configuration requirement
	Success status message
	Failure status message
	Failure resolution

	WUA service must be running.
	The Windows Update Agent service has been started.
	Patching failed because the Windows Update Agent service is not running.
	Start the WUA service using services.msc.

	WUA service must be set to start automatically.
	The Windows Update Agent service has been set to auto-start.
	Patching failed because the Windows Update Agent service is not set to auto-start.
	Configure the WUA service to start automatically.

	MOM service must be running.
	The Microsoft Operations Manager service has been started.
	Patching failed because the Microsoft Operations Manager service is not running.
	Start the MOM service.

	MOM service must be set to start automatically.
	The Microsoft Operations Manager service has been set to auto-start.
	Patching failed because the Microsoft Operations Manager service is not set to auto-start.
	Configure the MOM service to start automatically.

	FCSAM service must be running.
	The Microsoft Forefront Client Security Anti-Malware service has been started.
	Patching failed because the Microsoft Forefront Client Security Anti-Malware service is not running.
	Start the FCSAM service.

	FCSAM service must be set to start automatically.
	The Microsoft Forefront Client Security Anti-Malware service has been set to auto-start.
	Patching failed because the Microsoft Forefront Client Security Anti-Malware service is not set to auto-start.
	Configure the FCSAM service to start automatically.

	SSA service must be running.
	The Microsoft Forefront Client Security State Assessment service has been started.
	Patching failed because the Microsoft Forefront Client Security State Assessment service is not running.
	Start the SSA service.

	SSA service must be set to start automatically.
	The Microsoft Forefront Client Security State Assessment service has been set to auto-start.
	Patching failed because the Microsoft Forefront Client Security State Assessment service is not set to auto-start.
	Configure the SSA service to start automatically.

	Forefront product updates – Check for missing Windows Software Update Services (WSUS) Forefront product updates
	Microsoft Forefront Client Security product updates have been installed.
	Patching failed because Microsoft Forefront Client Security product updates could not be installed.
	Test connectivity between the managed computer and the WSUS server. Verify that other types of system patches are available and are being successfully installed.

	SHA updates – Check for missing WSUS Forefront product updates.
	Microsoft Forefront Client Security product updates have been installed.
	Patching failed because Microsoft Forefront Client Security product updates could not be installed.
	Test connectivity between the managed computer and the WSUS server. Verify that other types of system patches are available and are being successfully installed.

	Antivirus/antispyware signature updates – Check for missing WSUS antivirus/antispyware signature updates.
	Microsoft Forefront Client Security product updates have been installed.
	Patching failed because Microsoft Forefront Client Security product updates could not be installed.
	Test connectivity between the managed computer and the WSUS server. Verify that other types of system patches are available and are being successfully installed.



Use the following procedures to start services and configure them to run automatically.
To start a service
1. Open the Services console. To do so:
1. Click Start.
In the Start Search box, type Services and then click Services. (In Windows XP, click Run, type Services and then press Enter.)
In the Services console, select the service that you want to start, and then in the left pane, click Start under the service’s name.

To configure a service to start automatically
1. Open the Services console. To do so:
1. Click Start.
In the Start Search box, type Services and then click Services. (In Windows XP, click Run, type Services and then press Enter.)
In the Services console, right-click the service that you want to configure, and then click Properties.
In the Properties dialog box, in the Startup type drop-down list, select Automatic, and then click OK.
[bookmark: _Toc197939894]Manual Remediation
If managed computers cannot automatically remediate problems that occur, the users must remediate the problems manually. The following table includes possible problems that might require manual remediation and actions that users can perform to resolve them.
Table 3.2 Manual Remediation States and Actions

	Requirement
	Manual remediation message
	Suggested action

	WUA service must be installed.
	Patching failed because the Windows Update Agent service was not found. Please contact your Administrator.
	WUA service is a built-in Windows system component. This error indicates a corrupted installation of the Windows operating system.

	MOM service must be installed.
	Patching failed because the Microsoft Operations Manager service was not found. Please contact your Administrator.
	Install or repair the MOM installation.

	FCSAM service must be installed.
	Patching failed because the Microsoft Forefront Client Security Anti-Malware service was not found. Please contact your Administrator.
	Install or repair the Forefront installation.

	SSA service must be installed.
	Patching failed because the Microsoft Forefront Client Security State Assessment service was not found. Please contact your Administrator.
	Install or repair the Forefront installation.

	Forefront Antivirus and Antispyware Real Time Protection (RTP) must be enabled.
	Microsoft Forefront Client Security is not fully operational. Please contact your Administrator.
	Enable Forefront Client Security and its real-time protection options using the Forefront product configuration dialog box.



[bookmark: _Toc197939895]More Information
Additional information and links are available on the Network Access Protection site on Microsoft TechNet.
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[bookmark: _Toc197939896]Chapter 4: Troubleshooting and Error Logging
This chapter provides information about operational errors that might occur when using the Microsoft® Forefront™ Integration Kit for Network Access Protection. It includes information about how to identify and troubleshoot such errors as well as the type of information that gets logged about such errors.
[bookmark: _Toc197939897]Troubleshooting
When troubleshooting, we recommend that you first examine the System log using the Event Viewer. The logs on both the managed computer and the server might be useful for troubleshooting the problem.
In addition, there are other components that are not central to the Integration Kit that can cause operational problems. Issues with Active Directory® Domain Services (AD DS), Microsoft Forefront Client Security, Network Access Protection (NAP), and Microsoft Update can potentially affect client connectivity. Therefore, depending on the observable nature of the problem, it is important to follow appropriate troubleshooting steps for these components as well.
The remainder of this chapter focuses on troubleshooting the operational environment using:
System health agent (SHA) events
System health validator (SHV) events
NAP error events
Forefront Client Security error events
[bookmark: _Toc197939898]SHA Events
During operation, the Forefront Client Security SHA creates Application log events using the source name FcsNapSha. Use the Event Viewer (eventvwr.exe) to check for events specific to SHA errors. The Application log is located under Windows Logs in Event Viewer.
Table 4.1. SHA Events

	Message
	Event ID
	Level
	Significance

	The client computer has been instructed to auto-remediate
	129
	Information
	This event means that the Forefront Client Security SHA has received a response from the NPS, and that the response includes instructions for the managed computer to correct some aspect of its compliance requirements. The managed computer is expected to automatically correct one or more security settings before it can be assigned access to the NAP-protected resource.

	The client computer needs fixes and is not instructed to auto-remediate
	130
	Information
	This event means that the SHA has received a response from the NPS that indicates the managed computer is not in compliance and that manual intervention by the user is required to remediate the problem. This situation can occur when required software has not been installed. For example, if the administrator has configured the Forefront Client Security SHV to require MOM, and the MOM client has not been installed, affected computers will generate this event.

	The client computer has notified the NAP Agent of  its health changes
	131
	Information
	This event means that one of the security configuration settings monitored by the SHA has been changed.
Note: The NPS determines whether the change meets a requirement, does not meet a requirement, or whether it represents a change that the administrator can ignore.

	The check for product updates resulted in error %1
	132
	Information
	This event means that the Forefront Client Security SHA encountered an error in its attempt to contact the Windows Server Update Services (WSUS) server. The resulting error code is included in the message.
Note: Windows Update service failures can be attributed to the BITS service being disabled. Ensure that BITS is enabled and running.

	The check for product updates resulted in %1 update(s) being found
	133
	Information
	This event means that the SHA successfully contacted the WSUS server. The number of matching Forefront Client Security-related product updates advertised by the WSUS server (which could be zero) is included in the message.



[bookmark: _Toc197939899]SHV Events
During operation, the Forefront Client Security SHV creates Application log events using the source name FcsNapShv. Use the Event Viewer (eventvwr.exe) to check for events specific to SHV errors.
Table 4.2. SHV Events

	Message
	Event ID
	Level
	Significance

	The Microsoft Forefront Client Security system health validator received a non-patched statement of health response
	2
	Information
	This event means that the Forefront Client Security SHV received a statement of health indicating a noncompliant managed computer.

	The Microsoft Forefront Client Security system health validator received a compliant statement of health response
	3
	Information
	This event means that the Forefront Client Security SHV received a statement of health indicating a compliant managed computer.

	The Microsoft Forefront Client Security system health validator was loaded successfully
	4
	Information
	This event means that the SHV is currently in use by the NPS.

	The Microsoft Forefront Client Security system health validator was unloaded successfully
	5
	Information
	This event means that the SHV is not currently in use by the NPS.



[bookmark: _Toc197939900]NAP Error Logs
During operation, the NPS creates System log events using the source name NPS. Use the Event Viewer (eventvwr.exe) to check for events specific to NAP errors.
NPS troubleshooting content is available on Microsoft TechNet in the Windows Server 2008 Technical Library. Additional information about troubleshooting NAP clients is available on the NAP Infrastructure page on Microsoft TechNet.
Core NPS content is also available on a Windows Server® 2008–based computer after you install NPS. The content is located in the file radius.chm, which is located in the \Windows\System32 directory by default. Other NPS content is available on the Network Policy Server page on Microsoft TechNet.
[bookmark: _Toc197939901]Forefront Client Security Error Logs
Forefront Client Security events are logged in the System log and you can view them using the Event Viewer (eventvwr.exe). Forefront Client Security events come from a variety of sources, including DataTransformationServices and FcsMs. The Forefront Client Security events are documented on Microsoft TechNet in the Forefront Client Security Troubleshooting Event IDs topic. For more information about how to troubleshoot Forefront Client Security, see Forefront Client Security Troubleshooting.
[bookmark: _Toc197939902]More Information
Additional information is available through the following related resources:
TechNet Webcast: Troubleshooting Microsoft Forefront Client Security (Level 200)
Forefront Client Security Team Blog
The Definitive Guide to NAP Logging entry on the Windows Server Customer Advisory Team blog
The Cable Guy: Troubleshooting NAP Enforcement

Solution Accelerators	microsoft.com/technet/SolutionAccelerators

Solution Accelerators	microsoft.com/technet/SolutionAccelerators

Solution Accelerators	microsoft.com/technet/SolutionAccelerators

image3.jpeg
FCS cegistry; - Fcssua
settings. gt (warvice)
2 [—P NPS
presemel | | prveerany I BT
! pre
Securty apent Windows Server 2008
— i
Glent worktation I

t |

wsus Client management
distribution |+ Data collection
+ Reporting

Forefront Client Security

Active Directory
Domain Services
(AD DS)





image4.jpeg
NAP-compliant network

Forefront Client Security

— g
s
e e
s

Compiiant NP -
dlents with FCS ~_FCS sHA [

TAT TS sonde som
g_. Upstream Wsus
oy s ranes

FCS SHA

Downstream WSUS
remediation server




image5.jpeg
New Remediation Server Group.

Group Name:
[Remedaton Server Goup

Remedision Servers
NS Name / IF Address | Frendly Name. I
19216801 WSUSREM-SRV

Edi

Berove

LR

:
3

Cancel





image6.jpeg
Noncompliant-Restricted-Access Properties

Ovenven | Conins | Carsarts | Setigs |

Configurethe settings for this network polcy.
F constions and consiraints match the cornecton request and the policy grants acosss, setings are spplied

Setings
RADIUS At
@ Stndard

7] Vendor Specific
Blows unrestrited network acosss or dlients when the connection request matches
Network Access Protection the poiicy. Use this option for reparting mode.

NAP En

Specty whether you wart to erforce Network Acosss Protection forthis polcy.

€ Aow ful network accsss

- € Bl ul getwork acoess for amited time
S Alows unvestcted network access unt the specfied date and time. Afer the specied

Routing and Remoe Access ot . st iy & nfaroed 0 o compiert computer can soceas
s Mol and Bsnduicth e RIoss

Dae PR e frosaoan =

@ Aowimted soess
Norsomplart clerts are alliwed accsss onl o 3 resrited netiork for pdates.

Remediation Server Group and Troubleshooting URL.
To corfigure  Remedation Server Group, 3 Troubleshooting URL, orboth, cick

Corfigure.
Configure.

Auto remediation

¥ Enable auto remediation of client computers

Augomaticsly remediate computersthat 6o ot mest health requrements defned
inthis policy

= )





image7.jpeg
Ovenven | Condiins | Carsarts | Setigs |

Configursthe settings for this network polcy.
F congiions and consiraints match the connection request and the policy grants acosss, setings ar= 3pplied

Setings:
RADIUS Attributes. [ "

P crcdiotion Servers and Troubleshooting URL

[Z) Vendor Specific

.

- Remediation Server Group.
Network AccessP | Select the remediation servers that you would lie to provide to computers with

NP Enforcen I b
New Group. erthe speciied
2 access orly

uest matches

1 Extended State

Routing and Remc

¥R Yk oo

Speciy a Vieb page addiess Unfom esouros Locator (URL)that povides Ee |
e naicons t Ueers o v 0 g computers and devies i canplance vt
Jou etk as0ess 3oy
8 Encrypion updtes
o IP Settings [
i cick

G| o

' Enable auto remediation of client computers

Automaticsly remediste computersthat 6o ot mest health requirements defned
inthis polcy

ok |_cos | _tw





image8.jpeg
rosoft Forefront Client Security System Health Agent Setip:

Welcome to the Microsoft
Forefront Client Security
System Health Agent
Setup Wizard

The Setup Wizard wilinstall Microsoft Forefront Clent
Securiy System Health Agent on your computer. Clck
Next to continue or Cancel to exit the Setup Wizard.

SOLUTIONACCELERATORS _ Act faster. Go further.





image9.jpeg
ient Security System Health Agent Setup x|

Completing the Microsoft
Forefront Client Security
System Health Agent
Setup Wizard

Click the Firsh button to ext the Setup Wizard,

SOLUTIONACCELERATORS _ Act faster. Go further.





image10.jpeg
System Health Agent Setup

Microsoft Forefront Client
Security System Health
Agent Setup Wizard was
interrupted

Micrasoft Forefront Clenk Security System Health
‘Agent setup was nterrupted. Your system has rot
been modfied. To install this program ot a later time,
please run the nstalaton again.

Click the Firsh BUtton t ext:the Setup Wizard,

SOLUTIONACCELERATORS _ Act faster. Go further.





image11.jpeg
icrosoft Forefront Client Security System Health Validator Setup!

Welcome to the Microsoft
Forefront Client Security
System Health Validator
Setup Wizard

The Setup Wizard wil nstall Mirosoft Forefront Clent
Security System Health Validator on your computer
Click Next to cantinue or Cancel to exit the Setup





image12.jpeg
ork Po =lolx]|

e Acton Vew tep

e[ 2E]
[@ s (Local)

(] RADILS Clents and Servers
=] Policies.
] Cornection Request Pocies
5 Network Poices
(= HealthPolces
& 9 Network Access rotecton | =/ Noncompiant
5 System Health Valdators

Remedation Serer Grouss

8 hccauntng

Healthpoicies ar= used wih Network Accsss Protection (NAF) and alow you o designste the configuration
regured for NAP apable clent computers fo sccess the netiork

El

Client will meet the conditions for this policy if al of the below SHVs pass:

Windows Securty Heath Validetor
Microsoft Forefront Cent Securty System Heaith Validator





image13.jpeg
| Compliant Properties

Sotess |

Configure heaith poicy settings. To enforce the health oy, add i o the
Feath Polces condiion of one or more netrk paicies

Polcy pame:

==

Gt SHV checks
[Cer psees 1 SV checs =

SHUs used intis heatth policy:

Neme I
Windows Securty Heath Validator

Microsoft Forefront Client Securty System Heakth Valdator

Cancel Apply





image14.jpeg
ork Po =lolx]|

e Acton Vew tep

e[ 2E]
[@ s (Local)

[ RADIUS Clients and Servers
=/ Poicies
[ Connection Request Policies
(=] Network Policies: Policy Name.
| Health Policies =] Compliant
5 System Health Validators
B accounting

Healthpoicies ar= used wih Network Accsss Protection (NAF) and alow you o designste the configuration
regured for NAP apable clent computers fo sccess the netiork

El

Client will meet the conditions for this policy if at least one of the below SHVs fail:

Windows Securty Heath Validetor
Microsoft Forefront Cent Securty System Heaith Validator





image15.jpeg
ork Po =lolx]|

e Acton Vew tep

e[ 2E]
[@ s (Local)

(] RADIUS Clients and Servers

=] Policies.

& B Network Access rotecton
P System Health Valdators
5 Remediaton Server Groups

% Accounting

‘System Heaith Validators alow you o specfy the setings reauied on NAP-capable client computers. To use
M S e Sve s i o o 15 et P

Nme. [Stotus I
Secuty Heath Vaidator Corfigured

Status - Configured
Ermor Code Configurations:

‘SHV unable o contact requied senvicss: Noncompiant
‘SHA Unable o contact requied senvices: Noncompiant
‘SHA ot responding to NAP Client Noncompiant
SHV ot esponding Noncompliant

Vendor specfic eror code received. Noncompiant





image16.jpeg
Microsoft Forefront Client Security System Health

sotrss |

To open and corfigurethe system heakth valicator program, click
Corfigure.

Configure

Eror code resolton

Select howto resolve the folowing error codss that may be retumed for this
system hesth validstor and s associated system hesth agent when =
clert requests network sccess

s r——
s r—
SHApt rspengto NAP et [Norcorpins 5]
Er— [Nocorpint 8]
o ot e oo =]

=





image17.jpeg
% Microsoft Forefront Client Security SHV Configuration for NAP-

e [T ——

‘Selectfrom the following setings to define & system heath validetor (SHV) poicy. Your selections wil define the requiremerts
for cent computers that conmect o your network

- Wiindouws Update Agert (WUA)
IV WUAservics must beinstolled [V WUAservios must beruming [V WA servics must be set to autostat

Microsct Operations Manager (MOI)
[V MOMservice mustbeinstalied [V MOM service must berurring [V MOM service must be setto autostat

- Forefro Cient Securty Ant-Mahare (FCSAM)
¥ FCSAM service must be installed ¥ FCSAM service must be running [ FCSAM service must be set o autostart

|- Securty State Assessment (554)
[V SSAservicemustbeinsaled [V SSAsevicemustberuming [ SSA service mustbe set to autostat

IV Check the regityto ensure Forsfront Cient Securty i fully operstionsl.

Cancel Aoy





image18.jpeg
% Microsoft Forefront Client Security SHV Configuration for NAP-

Clent Service Polcy Seftings W/SUS Server Policy Settngs |

‘Selectfrom the following setings to define & system heath validetor (SHV) poicy. Your selections wil define the requiremerts
for cent computers that conmect o your network

- Forefont product updates

IV Checcfor missing Viindows Scftware Update Services (WSUS) Forefront product updates

‘Specfy the mamum number of Gays alowed befors the lient must instal an update sfte s
publshed n orderto be considered heathy.

[~ System heakth agent (SHA) updtes
IV Checcfor missing WSUS Forefont product updates

Specythe manum number o days alowed befor the ciert must instll an update sfer tis .
publshed i orderto be considered heathy. |

- Artivius/antispyware sgnsture Updates
[¥ Check for missing WSLIS antivinus /antispyware signature updates.

Specy the maimum number of days alowed before the client mustinstal an update after tis
publshed in order to be cansidered healify. £l

Lk

Cancel Aoy





image1.jpeg
SOLUTIONACCELERATORS

Act faster. Go further.





image2.png




